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oBcurity systems need to hear and be heard

Have  you ever
watched a movie in a
movie theater and the
sound suddenly stopped
working?  What  hap-
pened? More than likely,
the movie stopped until
the sound was fixed. Or
if it could not be fixed,
you likely left the movie
theater, and your money
was refunded. After all,
it’s pointless to watch a
movie without sound,
as you are only getting
half of the experience —

right?

It should be the same

with security systems
— they should always
include sound so that
security teams have full
situational awareness to
make the correct deci-
sions in response to an
incident. But that’s often
not the case.

When selecting a vid-
eo surveillance system, it
is likely never a question
of whether an organiza-
tion will use video, but
more so, which manufac-
turer they will use. The

same can be said with an
access control solution.
Of course, organizations
will use it, and the deci-
sion lies in which vendor
to work with.

But with audio and
communications, there
is a question of whether
it will be integrated into
a security solution. Why
are security executives
not fully implementing
the many benefits of in-
tegrated audio?

Audio is not new to

the security industry.
Loudspeakers, inter-
coms, two-way radios

and emergency help sta-
tions have been deployed
for years in hospitals,
schools, airports, com-
mercial buildings, pris-
ons and more. It’s also
been offered as a standard
feature in video cameras.
Yet, unless someone is
standing directly next to
the video camera’s micro-
phone, the communica-
tion is not clear.

Audio is very much
present in other indus-
tries, as well. For ex-
ample, Adapt BB, Nike’s
self-lacing, Bluetooth-en-
abled sneakers, allow the
user to instantly adjust
the fit of the shoe using
only voice with five cus-
tomizable audio short-
cuts.

In addition, smart au-
dio devices such as Ama-
zon’s Alexa and Apple’s
Siri, two of the most
common voice assistants,
are often used in many
homes. A report by Ju-
niper Research estimates
that sales of smart audio
devices will top $10 bil-
lion in 2022.

The justice system
has embraced sound, as
well. According to SIA’s
recent Safe and Sound:
A Primer on Audio and
Intelligent Communica-
tions report, “A recent
event in California dem-
onstrates this broad ac-
ceptance. A shooting in
a grocery store parking
lot was captured on secu-
rity video while a nearby
doorbell camera picked
up the audio of the gun-
shot. Law enforcement
was able to synchronize
the sound occurrence
with the video through
time stamps on both au-
dio and video recordings,
and a judge admitted that
footage synchronization
into evidence.”

Privacy concerns when
using audio surveillance
and audio recording in
security applications will
likely have restrained the
adoption of the technol-
ogy. And those concerns
are valid.

However, court cases,
such as Katz v. United
States in 1967, have
shown that it is legal to
record conversations
where the parties are
openly communicating,
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with no expectation of
privacy, or at least when
one of the parties agrees
to the recording.

Still, i’s always im-
portant to be transparent,
with signage in place that
lets people know that the
area they are in, or enter-
ing, is under audio sur-
veillance. In addition, it
should be communicated
to users, guests, employ-
ees and others about how
the technology is being
used. Of course, when
doubts arise about spe-
cific use cases, it is always
best to retain legal assis-
tance.

Audio should be in-
cluded in every security
solution that security
leaders employ, in con-
junction with video sur-
veillance and access con-
trol. The integration of
video, access control and
audio offers actionable

insight into risks and po-
tential physical dangers
that a silent security sys-
tem does not.

Video surveillance
and access control are
necessary tools to secure
facilities, yet they cannot
completely do the job.
Video surveillance may
show a scene, yet some-
one is not likely to run to
a video camera when they
need assistance. Instead,
they are more likely to
speak. Will your security
team hear them?

Access control can
only do so much, as well.
It only works for known
credentials and every day,
normal situations. Imag-
ine there’s an emergency
in a facility that would
prompt an evacuation.
Employees may know the
standard evacuation pro-
cedure, but how do oth-
ers know what to do and

where to go? And what if
it is unsafe to evacuate?
Clear audio is critical to
communicate how to re-
spond, including wheth-
er to leave the building
and where to go.

Post-event, audio
helps to correctly recre-
ate the incident and the
response. An individual’s
recollection of an event
can often be unreliable.
Audio can hear what hap-
pened and add clarity to a
post-event investigation.

I’s time to under-
stand the value of audio
and intelligent communi-
cations and use it to en-
hance safety, security and
the bottom line for stake-
holders and facilities. It’s
time to always include
audio.

The writer, Kelly Lake
is the Dirvector of Strategic
Alliances at Zenitel
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Dear Reader

In my Editorial of April 2019 I had
written that ‘CCTV cameras have
become part of our everyday lives,
there is no longer any mystery around
how CCTV works and what it does. So
much so, that millions are being installed
all over the world both privately and
publicly to detect and thwart crime and
enforce laws. The rampant deployment
of cameras over the past few years in India is resulting in them being
often installed without proper assessment of the purpose they will
serve. The elements of professional ‘System Design’ seem to be often
missing.’

It was also during that time that Moondravathu Kan, a short film
featuring comedy actor Vivek which was released to sensitise citizens
about the importance of CCTV cameras in crime prevention and
detection. Moondravathu Kan (3rd Eye) was actually a project of the
Greater Chennai City Police (GCP), introduced by the then Police
Commissioner Dr. A K. Vishwanathan sometime in early 2018, as part
of which Chennai saw a significant increase in the number of CCTV
cameras in the city. He was a huge supporter of video surveillance.
He has asked citizens to help law enforcement authorities detect and
thwart crime by establishing CCTV cameras in every house, shop
and building. He has even asked the civic authorities to make CCTV
installation a mandatory requirement for new building plan approvals.

By forging a public-private partnership, GCP managed to get the
shopkeepers, traders and several resident welfare associations to
pitch in with their contributions to bring the entire city under the
surveillance system. Perhaps, this was the reason behind the amazing
incident, where a nine-year-old girl had contributed []1.5 lakh from her
life savings to fix CCTV cameras in the city! A few weeks ago, Srihita
of Kattupakkam had taken part in a meeting organised by the police
near her father’s office regarding the setting up of CCTV cameras. On
learning that the cameras will help the police in nabbing criminals, she
decided to contribute her life savings to prop them in the city.

With a CCTV camera installed every 50 metres, this scheme
contributed towards transforming the entire policing system. Chennai
boasted of having over 2.5 lakh CCTV cameras across every nook and
corner of the city and helped in curtailing crime, maintaining law &
order, and curbing traffic violations.

However, I had also cautioned then, that this investment and efforts
shall be in vain if a robust plan to maintain these systems was not
simultaneously put in place.

While the city police has been attributing crime detection and
deterrence to thousands of CCTV cameras installed across the city, a
section of residents claim that the CCTV cameras are of no use for
them as they failed to detect thefts, due to poor maintenance. Residents
claim that after installation of the cameras, the police did not bother to
follow up on the maintenance of the equipment and believe this to be
the reason for the cameras failing to detect acts of crime.

I have been highlighting the importance of maintaining installed
systems for optimum performance for a very long time now. It is easy
to acquire equipment but very difficult to maintain it over its life cycle
and beyond. Sadly, the story in other parts of India is no different,
where defunct CCTV cameras dangling from poles, and with loosely
hanging wires around them can often be seen in public places.

Regular maintenance of systems ensures that the CCTV systems are
working to their optimum performance and that images recorded and
stored are fit for purpose and of evidence quality:

Till we meet next month, Stay Safe and Keep Others Safe.

G B Singh
Group Editor
D gbsingh@]lstasset.org
@EditorGB
(@ linkedin.com/in/gbsingh9
Sy
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A3SA ABLOY introduces door closers
with Glose- Mlllllln® technology

The world can be a

noisy place. Sometimes
the technologies users
trust to keep the peace,
end up making the prob-
lem worse. No building
can do without doors,
but automated settings
tfor secure or fire-regu-
lated closing are often
so strong that it causes
the door to slam into
its frame. Such regular
loud noise impacts the
well-being, concentra-
tion, rest patterns, and
more of every building
user.

ASSA ABLOY has
developed a solution to
combat this: Door clos-
ers with Close-Motion®
technology. They shut
single or double leaf
doors tight, almost in-
audibly, ensuring a qui-
eter, secure environment

for everyone.

Noise is an often-
underestimated  stress
factor. Noise protection
solutions can improve
the quality of life in the
short and long term.
The German Acoustical
Society (DEGA) regu-
larly examines its nega-
tive consequences dur-
ing their annual Interna-
tional Noise Awareness
Day.

Even low noise levels
can put the human body
under stress. For exam-
ple, “the University of
Michigan’s Occupation-
al Health Nursing Pro-
gram found that chronic
noise in the workplace
caused an increase in
blood pressure and heart
rate.

Another study led

by a Harvard Medi-

cal School sleeps expert
explored “the disrup-
tive capacity of a range
of hospital sounds on
sleep”. They concluded
it was “essential to im-
proving the acoustic en-
vironments of new and
existing health care facil-
ities to enable the high-
est quality of care”. A
closing door was among
14 specific background
sounds studied.

With Close-Motion,
ASSA ABLOY has de-
veloped a door closing
technology that oper-
ates almost silently and
is unique to the market.
A Close-Motion door
closer quickly closes the
door up to a narrow gap,
then softly dampens it
and pulls it slowly, qui-
etly, and securely to shut
tight. All users hear is a
soft click. Close-Motion
works reliably in even
the most difficult con-
ditions, handling wind
pressure, draughts, or
air suction effects with
ease.

The result is reduced
environmental noise,
increased building  se-

curity, and minimised
energy waste. Close-
Motion technology

combines these safety,
accessibility, and con-
venience benefits in a
single component that
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is fully integrated into
the door closer housing.
This eliminates the need
to install any additional
components and pre-
serves the appearance of
the doors.

In creating Close-
Motion  components,
ASSA ABLOY product
designers prioritised
easy installation and
practical adjustment
options. A universal
mounting plate, stan-
dardised fixing posi-
tions, and drilling tem-
plates speed up instal-
lation. The height-ad-
justable spindle prevents
installation mistakes and
enables later adjustment
without cost or time de-
lays. In just a few steps,
the opening damping
and closing speed, as
well as the closing force,
can be adjusted to meet
a door’s precise needs.

Settings, once made,
are also long-lasting.
Temperature  fluctua-
tions, for example, do
not need extra mainte-
nance. The door closer
continues to work ac-
cording to regulations
without readjustment.
ASSA ABLOY Close-
Motion door closers are
tested according to EN
1154/EN 1158 stan-
dards for fire and smoke
protection doors.

b0 announces the [aunch of the D-TEGT 60 extarnal motion deteetor

L

GJD, an award-win-
ning UK designer and
manufacturer of ad-
vanced external motion
detectors, LED illumina-
tors and ANPR cameras
announce the expansion
of its DTECT range
with the new 60 metre
detector. The D-TECT
60 is a dual PIR external
wired motion detector
and alarm trigger, it of-
ters a fully programma-
ble beam range, avoiding
boundary overspill.

The D-TECT 60
(GJD320) has a pro-
grammable detection
range from 40 metres
to 60 metres. Design-
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ing a detector to work
effectively with a reli-
able catch performance,
over such a long distance
requires a lot of knowl-
edge and experience.
After stringent testing,
GJD is confident that
the D-TECT 60 meets all
the security installers' re-
quirements.

Commenting on the
new product launch,
Ana Maria Sagra-Smith,
GJD’s Sales and Market-
ing Director, said, “We
are excited to launch
the D-TECT 60. It is
a reliable and accurate
long-range detector with
many engineer friendly
features that make set-up
and servicing easier”.

The DTECT 60,
is extremely reliable in
outdoor environments.
It combines a high de-
tection rate with mini-
mum false alarms, which
makes it perfect for
event-triggered perime-

ter protection and intru-
sion detection systems.
One of the major advan-
tages is the combination
of the specially designed
Fresnel lens and dual
pyro technology, which
offers outstanding de-
tection capabilities in a
stable and efficient 60
metre detector.

Commenting on
the new product intro-
duction, Chris Moore,
GJD’s Technical Prod-
uct Manager said, “After
conducting some mar-
ket research, we discov-
ered there was a gap in
the market for a reliable
long-range detector. The
D-TECT 60 has already
got lots of interest, we
are looking forward to
showecasing it to our cus-
tomers.

In addition to the
dual PIR technology,
the D-TECT 60 has been
designed with an adjust-
able field of view, which

enables the professional
security installer to align
the detector’s field of
view to match the as-
sociated CCTV camera,
and in turn, improving
the performance and ef-
ficiency of the detector.

As with other GJD
devices, the D-TECT 60
is built using top-quality
components,  ensuring
that the security installer
and end customers are
getting a highly reliable,
cost-effective  solution
for a wide range of ex-
ternal detection require-
ments.

Key features of D-
TECT 60 include: Dual
PIR sensor; BS8418
compliant; Covert sen-
sor module; Adjustable
pan and tilt; The detec-
tion area of up to 60m;
Robust IP65 Zinc Alloy
metal housing; Engineer
friendly features to ease
cable termination, set-
up, and servicing.




Infoseciirls

PRESENTS

TOP INDIAN WOMEN

INFLUENGERS IN SECURITY £

19™ MAY 2022, T1AM - 06PM IST .
ITC HOTEL FORTUNE SELECT GLOBAL, GURUGRAM

CHIEF GUEST
SHIV KHERA

Author, Educator, Motivational Speaker &
Business Consultant

RAJAN LUTHRA CHHAYA SHARMA’, IpS

Chairman'’s Office-Head-Special Projects, Joint. Commissioner of Delhi Police
Reliance Industries Ltd Investigating officer of the 2012 sensational Nirbhaya case

For more details visit: https://tiwiis.securitytoday.in/ *tec :

SUPPORTING PARTNERS SPONSORS

rket Leader
. r| CSpP @ \l].l-'lﬁ AM ty(IE tht I
- sa ICTSRS i E

Group Enter prises _ .
. _I' N .'_ 1
e M i
-.-""..--':";";"'.:."' r—i"'_ﬁ:-if-'f




4 & SECURITY UPDATE

Hikvision's Ninbloe Multimodal Biometric Reader

Hikvision, a world-
leading manufacturer
and supplier of security
products and solutions,
announces the release of
the Value Series MinMoe
Multimodal Biometrics
Reader with multi-func-
tional facial authentica-
tion and card pin code
identification and au-
thentication at a highly
competitive price point,
ideal for SMBs and high-
end residential applica-
tions. The versatile new
Value Series MinMoe
provides access control,
video intercom, and vid-
eo security capabilities in
a single, sleek device.

“Our new Value Se-
ries MinMoe Multimod-
al Biometrics Reader an-
swers the industry’s de-
mand for a highly accu-
rate yet highly affordable
multi-functional biomet-
rics solution to better
identify and authenticate
individuals,” said John
Xiao, Vice President

Marketing,  Hikvision
USA. “Now system inte-
grators and resellers have
an advanced biometrics
access solution ideally
suited for a wide range
of SMBs and high-end
residential users.” This
new Hikvision Value Se-
ries MinMoe Multimod-
al Biometrics Reader se-
curely stores up to 1,500
face algorithms and up
to 3,000 card pin codes
tfor highly secure multi-
modal identity manage-
ment and authentication.
Registered users can uti-
lize touchless facial au-
thentication and/or an
access card pin code to
enter a building, while
visitors can communi-
cate with authorized
staff using the intercom
function. The MinMoe
reader also supports in-
tercom calling via mobile
app, allowing security
personnel to converse
with guests and open
doors remotely. Inter-
com audio is enhanced
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with echo and noise can-
cellation.

For fast throughput,
individuals® faces can be
detected at distances be-
tween 0.3m and 1.5m
(1ft to 4.9ft) in only 0.2
seconds with an accuracy
rating of = 99%. When
connected to Hikvision
network recorders, the
Value Series MinMoe
Multimodal Biometrics
Reader features a 2 MP
camera which also al-
lows it to function as a
high-resolution  video
security camera for daily
monitoring, time and at-
tendance needs, and clip
retrieval.

Additional perfor-
mance features include
a 4.3-inch color LCD
touchscreen, easy con-
nection via an Ethernet
cable or Wi-Fi, an IP65
rated enclosure for use
in harsh environments,
and mask detection for
health safety and compli-

ance.

Inner Range offers new enhancements
{0 their Integriti Security System

Inner Range has re-
cently unveiled a raft of
new enhancements for
their flagship intelligent
access and security sys-
tem, Integriti. Software
Version 22, which in-
cludes the ability to di-
rectly integrate with bio-
metric readers and man-
age mobile credentials
in bulk. It also includes
a brand new API, allow-
ing developers access to
a free development plat-
form, in order to create
new integrations for In-
tegriti clients

The  improvements
to Integriti’s biometric
integration architecture
mean it’s now possible to
connect directly to com-
patible biometric read-
ers and sync user data.
Morpho Idemia is the
first biometric solution
to take advantage of the
improved architecture.

Users can be enrolled
directly within Integriti,
without the need for
third party software or
servers. Or, users can be
enrolled via the web in-

terface, without the need
for a thick client. Sites
with lots of users benefit
from faster read speeds
because of optimised
user databases within the
biometric readers too.
Mobile credentials are
now significantly easier
to manage via new plu-
gin architecture, rather
than a built-in commu-
nications handler.

This allows security
managers to create and
assign mobile creden-
tials in bulk, by manag-
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ing credentials on a ‘per
pool’ basis, rather than
making separate requests
for each new user.

Integriti’s REST API
has been redesigned
from the ground up to
dramatically simplify the
development process for
new integrations with
Integriti. The updated
XML API, known as

REST API V2, allows
developers to request a
free integration key to
authenticate a licence
and create a new integra-
tion with Integriti.

API endpoints are
also now grouped by
use, allowing developers
and administrators more
targeted access to the
elements of the system
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they need, and all with
a simple tick in a box.
Inner Range has also re-
written all documenta-
tion for the REST API,
describing all possible
endpoints and grouping
information, by integra-
tion module. This infor-
mation is available online
and should save develop-
ers significant time when

first using the API.

Invixium launches affordable facial
recognition for mainstream use

gy

As the latest addition
to Invixium’s touchless
biometric solution port-
folio, IXM Tface provides
the high security, conve-
nience, and functionality
of face recognition and
fingerprint  authentica-
tion with mobile creden-
tials at an affordable price
point. Inspired by IXM
Titan, Tface is offered as
an ideal solution for or-
ganisations of all sizes.

Tface combines the
ultimate security of bio-
metrics with an afford-
able price point for new
and existing access con-
trol or workforce man-
agement installations
who are looking to up-
grade their antiquated
workplace security with
the extreme accuracy of
multimodal face and fin-
gerprint recognition.

Tface is designed to
provide fast and accurate
dual-biometric  authen-
tication by employing
two Sony 8MP cameras
(RGB and infrared) and
a 500dpi optical finger-
print sensor. Designed
for enterprise applica-
tions, Tface accommo-
dates up to 25,000 users
for 1:N face recognition
with the ability to au-
thenticate in less than 1
second. Ttace is powered
by a quad-core 2.2GHz
processor and runs secure
Android OS to expertly
blend security with ease
of use.

Tface also includes
numerous desirable fea-
tures including high-
speed touchless face rec-
ognition and mask detec-
tion, mobile credentials
(digital card and dynamic
QR code), a 2.4 LCD

touchscreen with highly
durable Corning Gorilla
Glass for tracking time or
displaying notifications,
customisable LEDs for
panel feedback, liveness
detection for anti-spoot-
ing, two-way audio for
intercom  communica-
tions, an auto-on Time
of Flight (ToF) sensor,
PoE+ for ease of installa-
tion, and expanded mul-
timodal operation for up
to 4 factors of authenti-
cation (face + fingerprint
+ digital or RFID card
+ PIN).

Tface works with
the company’s software,
IXM Web which includes
integrations with indus-
try leading access con-
trol manufacturers. IXM
Tface is currently avail-
able and shipping glob-
ally.
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Nice/Nortek Control
has announced the Nice
Soon Pro, a versatile
commercial door opera-
tor (CDO) engineered to
provide professional in-
stallers with an all-in-one
control unit solution that
is reliable, fast-to-install
and contains in-demand
teatures that optimize
customer door operation
— like LED lighting and
optional battery backup.

Designed for sec-
tional doors up to 16

teet high with lighter
duty cycles (up to 25
cycles per day), the Nice
Soon Pro CDO features
a compact, space-saving
design and convenient
installation directly to
the door shaft.

Designed to fit where
other commercial door
operators cannot, the
Nice Soon Pro mea-
sures in at just 4.5 inches
wide. The unique nar-
row design of the enclo-
sure provides a compact
footprint and  makes
it the ideal option for
commercial door opera-
tion at inst allation sites
with tight, limited wall
space. In addition to reli-
able performance from a
unique form factor, the
modern design is visually
appealing to end cus-
tomers in need of a door
control solution.

The Nice Soon Pro
is as user-friendly as it
is installation friendly.
In direct response to
customer demand, a re-
sponsive  three-button
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Nice Soon Pro commercial door operator

station (Open, Close,
Stop) comes standard
with each Nice Soon
Pro commercial door
operator. For precision
control, each operator
also features advanced
technology that guar-
antees door positioning
without mechanical limit
switches and allows for
gradual start and slow-
down during door op-
eration.

The Nice Soon Pro
was made with consis-
tency and reliability at
top of mind for all op-
erational environments.
The Nice Soon Pro fea-
tures built-in LED light-
ing, an optional battery
backup capable of pow-
ering door operation
even when the power is
out and also includes an
energy-saving Eco-mode
designed to save power
and put the system in
standby mode when not
in use. The Soon Pro is
versatile, easy-to-install
and an ideal option for
light commercial installs.

ProdataKey's Rugged Readers

ProdataKey (PDK),
manufacturer of the
leading cloud access con-
trol platform built for
mobile, announced to-
day the release of its new
"rugged" readers for use
with 125 kHz cards and
fobs.

The new units, avail-
able in single-gang and
mullion style, with or
without keypads, im-
prove upon PDK's for-
mer "ruggedized" readers
by combining exception-
al weatherproof and van-
dal-proof specifications
within the same model.
The new rugged read-

"

ers feature an I1P68 wa-
terproof rating, making
them fully waterproof
and dust-tight, and an
IK10 impact-resistance
rating — the highest rat-
ing possible.

These qualities make
them ideal for building
exteriors, gates, com-
mercial areas, industrial
sites, and construction
vards. They are also a
good choice for schools,
given their resiliency
against student vandal-
ism. The readers can be
used as part of any pdk.
10 access control system.

The line's styling is
commensurate with its
durability. All models
feature a sleek profile,
metal zinc casing, and a
tempered glass covering
which is wear-resistant,
scratch-resistant, and
won't crack from extend-
ed exposure to sunlight.
For added security, key-
pad readers can be used
to implement two-factor
authentication,  requir-
ing users to provide cre-
dentials and a PIN to
gain access. Keypads are
backlit so that they are
easy to use at night.

Resideo widens security portfolio

Resideo Technologies
Inc. presented new ca-
pabilities for its security
and home automation
solutions at ISC West
2022, where the compa-
ny highlighted its latest
technologies and offer-

ings including enhance-
ments to its Pro Series
smart home platform.

The Pro Series Plat-
form offers Resideo's
largest range of sup-
ported home solutions

in one modular, scalable
system. The latest firm-
ware update features like
dealer branding is now
available on the Pro Se-
ries panels, touchscreens
and Resideo's Total Con-
nect 2.0 app to help in-
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creases awareness with
end users. Customised
voice descriptions also
offer end-users increased
personalisation and the
ability to uniquely iden-
tify areas of the home or
business — thought to be
a first in the industry.

In addition, a Google
Assistant integration of-
fers simple voice control
and is now available on
the Pro Series A7 Plus.
The company has also
provided immediate
help for end users and
made it easy to access
self-help videos through
a QR code. The Pro Se-
ries panel also serves as
a Wifi access point for
connecting touchscreen
keypads  offering in-
creased flexibility during
installation.

With immedi-
ate effect, the Brilliant

Smart Home System is
now compatible with
Resideo's most popular
security platforms, in-
cluding Lynx and Vista
security systems, in ad-
dition to its Pro Series
Security platform, which
was announced last year.
The Lyric system inte-
gration is expected to be
available later this year.

Brilliant is the first
third-party touchscreen
system that can arm and
disarm Resideo’s securi-
ty system. For example,
Resideo’s Total Connect
2.0 platform-users can
arm and disarm their
Resideo security system
from their in-wall Bril-
liant Smart Home Con-
trol or their Brilliant
mobile app. The status
of the Resideo security
system and Total Con-
nect cameras can also be

displayed on the Brilliant
Smart Home Controller.

With the integration,
Brilliant now supports
Resideo life safety status-
es, including fire, carbon
monoxide and medical
alarms; Resideo Z-wave
device integrations, such
as lights, locks, plugs,
and switches; and home
automation scenes that
combine Resideo secu-
rity system integrations
with a range of smart
home products con-
trolled by Brilliant in-
cluding garage openers,
window shades, sound
systems, and more.

Brilliant already in-
tegrates with Resideo’s
Honeywell Home smart
thermostats and its Wifi
water leak & freeze de-
tector, and additional
system integrations are
planned later this year.

Iwipe integrates with Legic

Zwipe, a leading pro-
vider of on-card biomet-
ric solutions, has part-
nered with Legic Ident-
systems, one of the lead-
ing experts in end-to-end
security for smartphone
and smartcard-based ac-
cess and mobility solu-
tions. The partnership
will provide end-to-end
biometric access control
solutions using Legic’s
Security Platform.

On the backdrop of
increasing requirements
for security, data privacy
and GDPR compliance,
Zwipe and Legic Ident-
systems have successfully
combined their respec-
tive high performance

and innovative technolo-
gies for a next generation
biometric system-on-
card for access control.
This solution provides
highly secure multi-fac-
tor authentication in-
tegrated in an ID-Card
form factor.

Zwipe Access adds
two-factor  authentica-
tion to existing contact-
less card-based access
control systems without
the need to upgrade any
of the existing infrastruc-
tures, meaning that no
new readers, pin pads or
cameras need be installed
at the doors, gates, or
turnstiles. The autho-
rised user’s fingerprints

data are captured, using
the card’s integrated fin-
gerprint sensor, encrypt-
ed, and then stored in the
card's secure element.

The biometric data is
not shared with anyone,
and no database is need-
ed which ensures privacy
and simplifies the path
towards GDPR’s compli-
ance. The biometric ver-
ification on card ensures
that only the legitimate
cardholder is granted
access. Zwipe Access is
contactless,  batteryless
and easy to use, with sig-
nificantly shorter trans-
action time than conven-
tional biometric access
control systems.
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ArduGam Brings a 6G4MP High-Resolution Gamera Dahua l||ﬂl‘|||ﬂ| IIII]IIIIBIIHI‘I!EIIIIBI‘EI Bases outdoor patrols

ArduCam has devel-
oped a new 64-mega-

pixel, high-resolution
camera that works with
the Raspberry Pi, giv-
ing DIY camera builders
a lot more creative flex-
ibility.

According to the
ArduCam, the new
64-megapixel camera
for the Raspberry Pi
Systems will have con-
tinuous autofocus with
“DSLR-like” focus con-
trol and up to 10x digital
zoom capability for su-
per close-up views. The
new feature is designed
to allow users to zoom in
and move up/down/left/

right to choose anything
in the frame, set or ad-
just the focus, and then
take a photo.

The new camera uses
the same software (lib-
camera) and is the same
size as the Raspicam
V2.1 which means it can
easily fit into any existing
setups and enclosures al-
ready in use with V1 or
V2 models. The camera
itself is capable of captur-
ing stills at 9152x6944
pixels and video in a vari-
ety of sizes and formats.
On a Raspberry Pi it can
offer 1080p30, 720p60,
and 640x480p60/90,
and when used as a cam-

era module it can capture
1280%x720 at 120fps,
1920x1080 at 60fps, as
well as several other out-
puts up to 9152x6944

at 2.7 frames per second.

The ArduCam can
also be set up as a mul-
tiplex system of four
64-megapixel  cameras
operated by a single Pi
which allows wusers to
take full-resolution im-
ages and switch between
cameras to create depth
mapping where all four
cameras work in accurate
synchronization.  This
can also be used to cap-
ture a scene with all four
cameras together creat-
ing a combined view.

According to  the
technical specifications,
the new camera uses
a Quad Bayer Coding
(QBC) color filter with
an 84-degree field of
view on a 5.1mm focal
length and an aperture of
t/1.8. The system has a
minimum focus distance
of eight centimeters and
supports  full  resolu-
tion on Pi 4B/CM4 and
“Superpixel Resolution”
(16-megapixels) on Pi
2/3/CM3/Zero W/ Zero
2W.

Ava Security’s Ava Bullet eamera wins prestigious
Red Dot Design Award for product design

Ava  Security, the
open platform for cloud-
native video security, has
received the renowned
Red Dot Design Award
for the product design
of its Bullet Camera, cre-
ated in partnership with
global design agency,
EGGS Design (EGGS).

Launched in Decem-
ber 2021, the Ava Bullet
is a robust, cloud-con-
nected security camera
that uses machine learn-
ing and directional audio
analytics, in order to help
users detect anomalies in
real time and receive in-
cident notifications in-
stantly.

Red Dot is one of the

world’s largest design
competitions. The Red
Dot Label has become
established internation-
ally as one of the most
sought-after marks of
quality for design and
is divided into three cat-
egories: Product Design,
Brands & Communica-
tion Design, and Design
Concept.

The products selected
by the Red Dot Jury to
win the Product Design
award may be aestheti-
cally appealing, func-
tional, smart, or inno-
vative, but what they all
have in common is their

outstanding design.

The Ava Bullet is an
Al-powered security
camera that has been de-
signed for both outdoor
and indoor locations,
built using robust, high-
quality materials. EGGS
Design has helped de-
velop and deliver Ava Se-
curity’s brand core and
identity, as well as the
sleek, high-quality prod-
uct identity and new look
of the cameras and hard-
ware. The integrated and
holistic design process
behind the products and
the company’s brand
helps communicate con-
sistency and values.
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LET'S GO OUT AND EXPFLORE!
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Dahua Technol-
ogy has just launched
its Thermal Monocular
Camera Series — the M
Series. They are hand-
held cameras tailored for
outdoor scenarios such
as hiking, wildlife con-
servation, search and res-
cue missions, hunting,
etc.

The M Series pro-
vides three model op-
tions (M20, M40 and
M60) based on the im-
age resolution of the
cameras, while each of
them includes multiple
models with different
lenses to meet diverse
customer needs. With
an industry-leading
12um Vox sensor, the
maximum resolution can
reach 640 x 512. This in-
novative series could be
the handiest high-quality
device for thermal imag-
ing-related tasks in the
field, and here are the
reasons.

The ergonomic de-
sign of the M Series
realises a comfortable
handheld experience and
convenient  operation.
These cameras meet the
IP67 standard of In-
gress Protection Rating,
pass the 2-metre drop
test, and function under
temperatures of -20°C
to 55°C, which means
they can work steadily in
tough environments.

Even under harsh
weather, the M  Se-
ries is able to capture
sharp thermal images
at a smooth and stable
frame rate and produce

clear and detailed visuals
of running targets and
moving vehicles. Thanks
to advanced thermal im-
aging technology, the
series can detect animals
and objects in com-
plete darkness, haze, or
through glaring light.

M Series’s  weight
ranges from 350g to
500g. Its internal lithi-
um battery supports up
to 9 hours of battery life
(tested at 25°C) and a
USB cable power sup-
ply. These make the Da-
hua Thermal Monocular
Camera Series ideal for
outdoor applications and
easy to be recharged in
the field.

M Series offers a
choice of four colour
palettes to meet users’
observation needs in dif-
ferent scenarios. “White
Hot” is suitable for ob-
serving active targets,
“Iron Red” can improve
the comfort of long-term
observation under night
conditions, “Rainbow”
is convenient for users to
quickly identify targets,
and “Alarm” helps to
quickly detect the emer-
gence of high-tempera-
ture targets.

As thermal imaging
cameras, the M Series
also has a crucial func-
tion of automatic fire de-
tection up to 1 km (Fire
size: 2 m x 2 m). Forest
management personnel
can use it to conduct in-
spections to quickly find
tires and arrange for fire-
tighters to deal with the
fire in time.

In addition, the M
Series supports distance
measurement. By select-
ing the measurement tar-
get type (e.g., wolf, rab-
bit, human, custom) and
placing the measurement
line on the top and bot-
tom of the target, the ap-
proximate distance of the
target can be obtained.

For networking, the
M Series is equipped
with a built-in  Wifi
hotspot module. By con-
necting the cameras to
the smartphone via WiFi
hotspot, users can trans-
mit real-time images,
set up cameras, store
pictures and videos, and
browse history files on
the DH Thermal APP.
Moreover, videos and
pictures can be exported
and shared via a USB ca-
ble connected to a com-
puter.

With the built-in vid-
eo recorder and display,
Dahua Thermal Mon-
ocular Camera Series can
present great views to us-
ers and take pictures and
videos at any time. Apart
from the Micro USB
ports, the camera series
also has CVBS ports for
connecting to an external
display screen to realise a
better visual experience.

In addition, the series
has an SD card slot that
supports a maximum of
256 GB of storage space,
which can significantly
expand the storage ca-
pacity of the cameras. A
built-in distance sensor
can detect whether the
device is being used. If
no one is within a certain
distance for a set period,
the device will automati-
cally turn on to standby
mode. The display will
be turned oft to preserve
battery life while other
functions are still online.
Users can re-start oper-
ating by stepping closer
to the device or pressing
the power button.

Matrix announces the release of their new
8 MP Project Series Dome IP Gameras

Matrix Project Series
Dome Cameras are de-
signed to meet the needs
of large enterprises and

project  environments.
Designed for both in-
door and outdoor sur-
veillance needs the cam-
eras are suited for mod-
ern organisations.

Powered with Sony
STARVIS sensors, the
new Matrix dome camer-
as offer exceptional low-
light performance. Apart
from this, the cameras
are developed with tech-

nologies to enhance the
image quality. Besides
this, image enhancing
technologies, such as
True WDR, help to bal-
ance the image lighting.

Furthermore, the
Matrix Project  Series
Dome IP Cameras offer
a sturdy build, which al-
lows them to perform
exceptionally well, even
in harsh weather condi-
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tions, as well as external
impacts.

The cameras are of-
fered in fixed and mo-
torised varifocal lens,
which gives the user the
option to zoom in and
out of the video footage.

Key features of the
Matrix 8 MP Project Se-

ries Dome IP Camera
include: Low-light Im-
age Quality of 0.01 Lux;
H.265 compression tech-
nology; Superlative Im-
age with WDR (120dB);
Adaptive and  smart

streaming; Higher signal
to noise ratio (>70dB);
Higher field of view
(HFOV: 106.9°); Intel-
ligent video analytics;
Ingress protection - IP67
certified; Impact protec-
tion - IK10 certified

Dallmeier expands portfolio with new Domera
JOMERA

With the new Domera
6000 camera series, Dall-
meier is releasing a com-
pletely new generation
of dome cameras. This
versatile camera line has
been designed to offer
top notch video analysis
results even under the
most demanding light
conditions.

This is supported by
Al-based Edge analytics
as well as image capture
with the latest genera-
tion of sensors in four
and eight megapixels.
With a theoretical total
of well over 300 conceiv-
able combinations, the
modular Domera hous-
ing and mounting system
is usable for most indoor
and outdoor video ap-
plications. Rapid instal-
lation and adjustment to
changed  surroundings
is assured by the "Dall-
meier RPoD", with re-
mote-controlled, motor-
driven lens adjustment
in three axes, the PTRZ
(Pan Tilt Roll Zoom)
function. For lighting,
the first ever ring of IR
and white light LEDs lo-
cated outside of the bub-
ble is used. The system
thus eliminates lighting
problems that beset tra-
ditional dome cameras.
According to Dallmeier,
this makes the Domera
the only camera on the
market which offers all
these advantages in a
single product.

Particularly when
specifications in terms
of image quality, secu-
rity and analytics perfor-
mance are high, end cus-
tomers and installers of-
ten have difficulty find-
ing the right solution
for their requirement
among the wide range of
available cameras: How
good are image quality
and analytics? How easy
or difficult is it to set
the camera up, and how
difficult is it to adjust
viewing angles or image
sections afterwards? Are
there any lighting prob-
lems, e.g., from scratches
in the bubble or reflect-
ing walls? And finally,

questions on all aspects

of quality and durabil-
ity, and of course cyber
security and privacy, are
becoming  increasingly
important. With the new
Domera 6000 camera se-
ries, Dallmeier makes the
bold claim that it has the
right answers to these re-
quirements.

Fitted with a high-
performance SoC, the
Domera cameras can
perform latest genera-
tion Al-based Edge ana-
lytics. The reliable detec-
tion and classification of
objects such as people
or vehicles thus enables
a whole range of basic
analyses such as people
counting, loitering or in-
trusion. Users can then
depict many possible
analysis applications
from these for their spe-
cific requirements using
various parameters via
the web-based user in-
terface. By activating re-
lays, and by supporting
standard protocols such
as MQTT, it is possible
to automatically trigger
various related actions,
e.g., activating 3rd party
lighting or alarm sys-
tems.

In addition, the loud-
speaker available as an
option allows manual or
automatic audible com-
munication. Regular up-
dates serve to guarantee
that the neural networks
are always up-to-date
and undergoing constant
training. Upon request,
the Dallmeier experts
will also develop or train
neural networks for cus-

tomer-specific  require-
ments.
The 6000 series ofters

high image quality with
four or eight MP resolu-
tion, HDR functionality
and extreme light sensi-
tivity, and the cameras
are consequently ideally
suited for indoor and
outdoor use under dif-
ficult light conditions. A
turther special highlight
is the completely new
adaptive IR and white
light lighting system, for
which a registered design
application has already

been filed. Here, the
lighting is integrated in
the housing ring, which
means it is mounted out-
side the bubble. This ef-
fective design guarantees
a long service life, as it
eliminates the problems
associated with conven-
tional IR dome cameras,
in which tiny scratches in
the bubble cause inter-
tering reflections. Being
adaptive, it also mini-
mizes effects such as re-
flection from walls.

The  motor-driven,
triaxial adjustment with
the Dallmeier "Remote
Positioning Dome"-
RPoD for short - saves
setup time. Its PTRZ
(Pan Tilt Roll Zoom)
function enables users
to adjust the image sec-
tion and the area to be
captured, and even to
change them later from
anywhere via web inter-
face. Thus, a 90-degree
rotation for corridor
mode can be set up in no
time. The initial configu-
ration and setup for the
camera is browser-based
and does not require any
additional software.

An especially use-
ful feature for installers,
in theory, according to
Dallmeier, the Domera
components can be com-
bined to create well over
300 different products.
This is made possible
by an innovative modu-
lar system of in total 18
components: four cam-
era base models, various
lighting rings and several
housing and mounting
variants. Moreover, sup-
port for ONVIF S and
T profiles means that
the cameras can be in-
tegrated in any VMS
system.  Consequently,
90 percent of all typical
video applications can be
implemented easily and
with utmost quality and
security — with minimal
training and low ware-
housing requirement on
the part of the installer.
For this innovative sys-
tem, the Domera series
has already received the
Red Dot Design Award
2022.
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NOW CONTROL YOUR SECURITY
FROM WHEREVER YOU ARE

Addressable Intrusion Alarms with Easy BUS (Single Cable) Wiring

| JABLOTRON |

 Panic & duress modes

e Integrate with CCTV cameras

e Programmable outputs for lights & other automation

o 70 independent calendars to schedule automatic events
* Remote control the system via web/mobile app/call/sms
o Detailed reports pinpointing the individual device

e Door lock control with RFID card

o User friendly keypads with control segments
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e Emergency alarm alerts to the user & authorities

o 24/7 burglary, fire, flood, & CO protection

o Notifications with 3 layers of backup via integrated GSM/GPRS/LAN
o SMS & voice reports from the system to up to 15 users

JA-100+

APPLICATIONS:
HOMES, OFFICES,
BANKS, FACTORIES,
BOARD ROOMS,
LABS, R&D CENTRES,
SHOPS...

PROTECTION SYSTEMS
Technology on Guard

Email us today
for more information:

info@kawach.com
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Teledyne FLIR'S Boson+ Longwave
Infrared Thermal Gamera Module

Teledyne FLIR, part
of Teledyne Technolo-
gies Incorporated, has
announced the Boson+
with thermal sensitivity
of 20 millikelvin (mK)
or less, making it the
most sensitive longwave
infrared (LWIR) camera
in the market. It shares
the industry-leading
SWaP of the widely de-
ployed and real-world-
proven Boson thermal
camera module. With
identical mechanical,
electrical, and optical in-
terfaces, the Boson+ is
a drop-in upgrade that
also includes updated
image processing to de-
liver enhanced sharpness

and contrast for defense
and commercial applica-
tions.

“Improved  thermal
sensitivity and automatic
gain control (AGC) al-
lows for more scene de-
tail in the image for bet-
ter detection, specifically
in outdoor low-contrast
scenes,” said Dan Walk-
er, vice president, prod-
uct management, OEM
cores, Teledyne FLIR.
“Improved thermal per-
formance and proven
market-leading  reliabil-
ity make it the ideal un-
cooled thermal module
for integration in un-
manned platforms, secu-

rity applications, hand-
helds, wearables, and
thermal sights.”

Made in the USA,
the Boson+ includes a
redesigned 640 x 512
resolution,  12-micron
pixel pitch detector with
a noise equivalent dif-
ferential ~ temperature
(NEDT) of 20 mK or
less which offers signifi-
cantly enhanced detec-
tion, recognition, and
identification (DRI)
performance. Improved
video latency enhances
tracking, seeker perfor-
mance, and decision sup-
port.

The shared Boson
series interface and ac-
cess to the US-based
Teledyne FLIR Techni-
cal Services team reduce
development risk and
shorten time to market.
Truly designed for in-
tegrators, the Boson+
1s available with a va-
riety of lens options,
comprehensive product
documentation, an easy-
to-use SDK, and a user-
friendly GUI. Boson+
is dual use and classified
under US Department of
Commerce jurisdiction
as EAR 6A003.b.4.a
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As the retail sector

evolves and adapts to
changing marketing de-
mand and customer pref-
erences, the desire for
integrated, scalable solu-
tions increases.

Retailers have to be
agile and respond quickly
to optimise their offer-
ings for staft and custom-
ers alike. In this sense,
combining video and ac-
cess control intelligently
makes sense, as it allows
retailers to adapt and
remain competitive to
modern-day  demands,
such as 24/7 accessibility.

Sometimes, this can
mean extending opening
hours to remain competi-
tive. This can be achieved
by introducing  un-
manned opening hours,
using security solutions
with remote monitoring
and management fea-
tures. This was, in fact,
achieved in Sweden, us-
ing ACRE’s ACT365 at

a retail chain in Sweden.

Specifically, the instal-
lation company, Nessence
integrated the ACT365
cloud-based access con-

trol and video manage-
ment system with Mobile
BankID in Sweden. Mo-
bile BankID is a citizen
identification  solution
that allows companies,
banks, and government
agencies to authenticate
and conclude agreements
with individuals over the
internet. This integration
comes together to solve a
brief put forward by the
supermarket chain, ICA
Sweden.

Tobias Olofsson, the
Project Sales Manager at
ACRE International; ex-
plains that ICA Sweden
is a retailer focusing on
food and health. They
wanted to be open earlier
in the morning and later
in the evening.

Tobias Olofsson stat-
ed, “It would be too ex-
pensive to hire staff to
stay open during these
times, in smaller loca-
tions. This is because
the number of custom-
ers shopping early in the
morning or late at night
is minimal. But, the store
wanted to be able to pro-
vide its customers with
this value-added service.”

To solve this, the su-
permarket wantcd to
open unmanned and
needed a solution to al-
low customers to enter
the store in a functioning
and approved manner by
the insurance company,
while also enabling the
supermarket to be able
to remotely monitor and
manage security alerts,
where necessary.

In Tobias Olofsson’s
opinion, ACT365 was
the perfect solution for
this project, due to its
casy deployment, easy
operation, and smooth
web API for integra-
tion. Tobias Olofsson
said, “The success of this
project means it is now
possible for shoppers to
open the supermarket’s
entrance door by digitally
signing into the Mobile
BankID on their phone
and presenting it to the
ACT365 reader, located
on the outside of the
door.”

Moreover, good acces-
sibility is maintained, as
all customers do not need
to have specific cards or
tags for the access sys-
tem, in order to enter
the supermarket. Tobias
Olofsson concludes, “A
new modern solution
with remote-based fea-
tures has been developed
to facilitate trade for pri-
vate individuals, espe-
cially in smaller towns,
where food stores do not
tend to stay open for as
long as in the big cities.
This project has resulted
in increased profits for
the supermarket, as well
as increased accessibility
and convenience for its
customers.”

University of St Andrews looks to enerqy-efficient
085S control Solution o meet Sustainability goals

As home of the re-
nowned St Andrews
Prize for the Environ-
ment, the University of
St Andrews has sustain-
ability at the heart of its
ethos. For student ac-
commodation, university
managers sought an ener-
gy-efticient access control
solution which respected
and reflected these prin-
ciples.

A major challenge
facing the university was
that multiple different
standalone access con-
trol  technologies had
been separately installed
at student halls over the
years. To upgrade the ac-

commodation, university
managers sought a more
suitable, integrated solu-
tion.

The university chose
Aperio  battery-powered
electronic  escutcheons
from ASSA ABLOY
Opening Solutions. Ap-
proximately 1,600 doors
have been equipped with
electronic access control
— without cabling.

The Aperio devices
integrate fully and work
flexibly with both the uni-
versity’s existing central
system and their student
ID card. University secu-
rity managers continue to

enjoy the efﬁc1ency ben-
efits of monitoring and
controlling access from
a single point and in real
time, including for doors
in multiple buildings.

In comparison to a
wired access control solu-
tion, Aperio devices are
said to offer significant
energy efficiency benefits.
Escutcheons are wireless,
so can be installed with
little energy use and re-
move the need for wiring
to mains electricity. They
consume  zero  energy
when idle and run on
standard batteries, con-
suming little power dur-
ing operation.

CASE STUDIES
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Maintenance involves

a change of battery ap-
proximately every two
years, while energy cost
savings during opera-
tion are estimated to be
around 70% lower than
for comparable wired
locking. In doing so,
Aperio contributes to the
university’s sustainability
goals.

Aperio  locks”  on-
line integration with St
Andrews’ central man-
agement  system  has
improved access for all
building users. “Aperio
interfaces with our cen-
tral access control system,
which gives us central

management and con-
trol,” says Pauline Brown,
Associate Chief Informa-
tion Officer at University
of St Andrews. “We get
24/7 monitoring and re-
porting when required.”

Student ID is also
combined with the room
entry credential, which
saves issuing two cards.
Staff and maintenance
teams can have access
rights issued or changed
with a couple of clicks in
the system.

Battery powered Ape-
rio cylinders, escutch-
eons, handles and locks
can be fitted as a new
access control system or
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extend an existing instal-
lation by linking new
doors to the same system
wirelessly, explains ASSA
ABLOY Opening Solu-
tions. There’s no need for
staff to change their cre-
dentials, nor for anyone
to carry more than one
card or fob.

Aperio is built to work
seamlessly within almost
every building system,
according to the vendor,
from over 100 different
manufacturers and count-
ing. Installation is said to
be quick with no cabling
or invasive building work
required, and no need to
change door hardware.

Dahua integrates their digital ntefligence technalogies
10 Seeure Yanging's Olympic Venues and Snougang Park

The Beijing 2022
Olympic and Paralympic
Winter Games have come
to a successful end, with
China setting a new med-
al record in its history of
the Winter Olympics.

Dahua  Technology
took on the responsibil-
ity of securing Yanqing's
Olympic  Venues and
Shougang Park. Guided
by the “Winter Olympics
of Science and Technol-
ogy,” Dahua fully inte-
grated many digital in-
telligence  technologies,
such as video Internet of
Things, universal sens-
ing, AloT, and AR, into
this grand event, making
great contributions to the
success of the 2022 Win-
ter Olympics.

Located 75 kilometres
northwest of Beijing's
city centre, Yanqing has
two competition venues,
the National Alpine Ski
Centre and the National
Sliding Centre, and oth-
er supporting facilities,
such as Yanqing Olympic
Village and Publishing
Centre. The entire zone
is featured with complex
terrain and a changeful
climate.

Another competition
venue Big Air Shougang
was located in Shougang

Park. It staged the free-
style skiing and snow-
board Big Air competi-
tions at the Games. Big
Air  Shougang is the
world's first permanent
venue for Big Air. Follow-
ing the Winter Olympics,
the venue will be used for
various sports competi-
tions and athlete training.
Meanwhile, many Olym-
pic landmarks, such as
offices for the Organising
Committee of the Winter
Olympics and training
venues, have been set up
in Shougang Park. The
security of the wide range
of roads, public areas, all
kinds of venues, and sup-
porting facilities in the
park was a top priority.

Dahua conducted sev-
eral surveys in the Yang-
ing Zone and tailored var-
ious intelligent systems
such as intelligent traffic
camera, AR panoramic
solution,  walk-through
metal detector, ecologi-
cal environment moni-
toring system and so on
for mountain scenarios.
This not only provided a
security guarantee for the
Winter Olympics events,
athletes, audience and
staff, but also facilitated
the security management
of Yanging's Olympic
venues by improving the

overall prevention, early
warning and manage-
ment efficiency:.

The mountain road
to Yanging's Olympic
Venues is rugged and
prone to traffic accidents
at night, especially un-
der rain and snow. By
upgrading the intelligent
traffic camera system in
the core road sections,
Dahua effectively solved
the pollution caused by
the white light explo-
sion and flash at night on
mountain roads, improv-
ing the safety of drivers
and greatly reducing the
incidence of traffic ac-
cidents. Meanwhile, Da-
hua also realised real-time
sensing and intelligent
management of vehicle
entry and exit, which
improved the road traf-
fic management, traffic
safety, and civilised travel
during the event.

According to the geo-
graphical features of the
Yanqing Zone and the
complexity of manage-
ment, Dahua innovated
and deployed AR pan-
oramic solutions. Com-
bined with the full-realm
sensing ability of IoT,
Dahua created a large live
map that displayed the
venues and surrounding
infrastructures.
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Through the pan-
oramic map, the staff
were able to supervise
the overall dynamics and
details of the competi-
tion area at any time to
conduct emergency op-
erations and improve
management  efficiency
and safety. Dahua walk-
through metal detectors
appeared at the entrances
of various venues, to help
with fast temperature
monitoring,  intelligent
identification and early
warning of not wearing
a mask, and rapid detec-
tion of metal contraband.
This speeded up the traf-
tic and reduced poten-
tial security risks timely.
The efficiency of security
work was promoted at
the same time.

The sliding events
bobsled, luge, and skel-
eton are the fastest games
in  Winter Olympics.
Racers moving through
the complex and narrow
course at super speeds
present an extraordinary
challenge to the judges’
scoring and of course to
athletes’ safety as well.

Dahua  Technology
developed an intelligent
video tracking system
based on their intelligent
video sensing capabil-
ity. The system captured
the fleeting video image
of high-speed athletes
sliding down the track,
displayed the video im-
ages of athletes passing
through different slopes
at high-speed seamlessly
and orderly, and recorded
every detail of the entire
competition. With zero
interference to the rac-
ing tracks, the Dahua
intelligent video track-
ing system provided data
support for the athletes’
training before the com-
petition and a strong ba-
sis for the referee's deci-
sion and game's fairness

during the competition.

To facilitate the ‘Eco-
logical Winter Olympics,’
Dahua intelligent envi-
ronment online monitor-
ing system was in place
to collect environmental
temperature, humid-
ity, wind, wind direction,
noise, atmospheric pres-
sure, weather and other
data of the competition
area all the time, to help
managers grasp the dy-
namic changes of various
environmental factors in
real-time, and provide
environmental data sup-
port for the events.

In the management
centre, Dahua built up a
digital intelligent man-
agement platform for
Yanqing Zone by us-
ing video IoT and visu-
alisation technologies
including Dahua high-
definition LCD screen
and  distributed  seat
management system. In
this way, real-time views
and visual scheduling of
the overall operation of
the whole competition
area were realised. Thus,
real-time response and ef-
ficient command in the
case of emergencies were
achieved, while refined
management and infor-
mation decisions were
supported.

In Shougang Park,
Dahua fulfilled the de-
mand of intelligent man-
agement. By applying
intelligent panorama,
multidimensional  sens-
ing, access control man-
agement, and other arti-
ficial intelligence innova-
tions, based on a unified
intelligent management
platform, Dahua built a
comprehensive  modern
safety management sys-
tem covering all roads,
public places, and venues
in and outside the Shou-
gang Park.

CASE STUDIES

It greatly realised the
real-time warning of all
kinds of risks in the park,
contributed to the inno-
vative upgrade of the se-
curity management mode
of the park, compre-
hensively improved the
comprehensive  services
and management of the
Winter Olympics. On the
tield, the Winter Olym-
pics athletes were com-
peting fiercely for med-
als; outside the stadium,
Dahua technical team
was trying their best to
provide services for both
Olympic and Paralympic
Winter Games in Yan-
qing Zone, Shougang
Park, National Confer-
ence Center and other
perimeter areas.

They pushed their
limits and accomplished
the task of securing the
Olympic venues success-
fully in more than two
consecutive months. The
team delivered high-qual-
ity services including vid-
eo technology develop-
ment for specific events,
solution formulation,
installation and commis-
sioning, and on-site tech-
nical support, helping to
create a simple, secure,
and wonderful Winter
Olympics.

Dahua provided se-
curity services with high
quality and high stan-
dards. Based on tech-
nology innovations and
scenario-oriented appli-
cation of digital intelli-
gence, it has contributed
to the success of many
wonderful urban activi-
ties and boosted digital
intelligence upgrades in
thousands of industries.
In the future, Dahua
will continue to focus on
customer needs and cre-
ate more products and
solutions for customers
through innovative tech-
nologies.

www.securityupdate.in

As a market leader in
Ecuador, G4S is the pre-
eminent provider of se-
curity for the country’s
banks. Through the com-
bination of highly trained
people and G48S’s propri-
etary software application
- CVP (Virtual Control
of Posts) - the company
maintains it provides, a
so far, unrivalled security
offering to the sector in
the country.

“Over a number of
years, we have developed
our security control room
application which is used
by all our people on the
ground and by our cus-
tomers,’ said Elsa Zurita,
Commercial Director for
G4S in Ecuador. “In real-
time, our team can com-
municate the latest infor-
mation related to the dif-
ferent sites of operation
across the country and
provide relevant informa-
tion that our customers
need to know.”

CVP is operated on a
mobile device such as a
phone or tablet and a cus-
tomer can be updated in-
stantly about an ongoing
incident and actions be-
ing taken by G4S. Many
banks have multiple sites
of operation across the
country including oftices,
retail banks and ATM
sites.

G4S uses a range of
technology and people
to protect the different
buildings. Alarm moni-
toring is used widely and
this is overseen and co-
ordinated through the
G4S central control room
in Quito. Any alerts that
are set off are notified
to the relevant G4S and
banking customer team
so that swift action can be
taken, where needed.

One banking custom-
er, Banco Guayaquil, has
143 sites across the coun-
try which G4S secures.
G4S has around 180
trained security officers
providing services to the
bank as well as protective

services specialists, who
accompany and protect
senior members of the
bank’s team when they
travel to and from work
and when they go abroad.

A highly intuitive and
Android-based  system,
CVP is easy for all that
use it to become famil-
iar with it very quickly.
Personnel use it to up-
date ‘quick task forms’,
which capture data for
shift handovers, multiple
assignments for that day,
virtual log books and visi-
tor access control. It also
has an instant messag-
ing system, among many
other features.

“CVP allows custom-
ers to keep track in real-
time of the information
gathered by our opera-
tional personnel, as well
as the visits made by su-
pervisors This provides
them with a complete
view of all the services
we provide and reinforces
trust,” said Elsa.

“We work for a num-
ber of Ecuador’s biggest
banks because we pro-
vide a very different and
much more sophisticated
proposition than others
and we do this across all
of Ecuador’s territories,”
said Elsa. “Our custom-
ers, who may be part
of multinationals them-
selves, expect the highest
standards from their part-
ners. We meet rigorous
international  standards
in our finances and in the
training and employment
of our staff, often exceed-
ing government regula-
tions.”

Data can be collated
and reported relating to
many different move-
ments of people, vehicles
and suppliers at any given
site and this vast reservoir
of information is moni-
tored and interrogated
for anomalies and poten-
tial concerns around-the-
clock by G4S specialists.
All of the information is
stored in the cloud, re-
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ducing processing times.
The software also allows
the seamless integration
of other technologies
into the CVP, depending
on the customers specific
needs.

During the Covid 19
pandemic, additional fea-
tures were added to the
CVP app, allowing all
communications to be
shared directly with G4S
employees, so that they
know what to do in any
given situation.

“If an employee gets
sick they can inform us
through the app and we
can provide support if
needed,” said Elsa. “Our
employees can also man-
age all their employment
information and benefits
through CVP which is
safe and secure. They can
also get in touch with the
Human Resources team
if they have any queries.”

Through the app, cus-
tomers can keep a track of
their many assets such as
laptops, phones, ATM’s
and computers and other
equipment of value. Cus-
tomers are able to down-
load reports in a range
of formats so that they
know where their assets
are. Each asset is fitted
with a QR Code allowing
the CVP to track in real-
time the exact location of
equipment, supported by
GPS capabilities.

“Customers can evalu-
ate compliance quickly
and easily, using statis-
tics we supply to gener-
ate their own reports and
it means they can react
to an emergency situa-
tion or incident relating
to their assets quickly
and hand-in-hand with
G4S  colleagues,”  said
Elsa.“Customers tell us
that CVP helps them to
continuously strengthen
their internal security
controls and procedures
as the app is always adapt-
ed to their various and of-
ten complex needs.”
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Blackline Safety Gorp. expands Eaton upgrades its FF Phone range for hazardous
safety monitoring SI}I‘\"BES

In response to the
growing demand for em-
ployee protection and a
one-stop solution to keep
workers safe on the job,
Blackline Safety Corp.,
a globally renowned
company in connected
safety technology, has
announced a major ex-
pansion of its round-the-
clock safety monitoring
service.

The expansion in-
cludes growing the Black-
line Safety Operations
Centre (SOC) - the only
in-house safety monitor-
ing service operated by a
connected safety vendor,
which operates 24/7, 365
days a year — by increas-
ing the company’s spe-
cially-trained monitoring
staff to meet rising user
demand in North Ameri-
ca. The company was also
set to launch its first Eu-
ropean in-house SOC in
France in spring of 2022,
in order to better serve
international customers.

“The more the world
becomes a connected
place, the more business-
es are looking for a seam-
less, end-to-end consoli-
dation of employee safety
services,” said Sherrie
Sawkey, the Director of
Global Safety Operations
at Blackline Safety Corp.

With the market for
lone worker protection in
North America and Eu-
rope combined estimated
to reach more than 260
million in 2022, Sherrie
Sawkey explained that
the need for enhanced,

consolidated monitoring
services is on the rise.

Sherrie Sawkey adds,
“Employers want to deal
with one vendor for hard-
ware, software and moni-
toring because it leaves
less room for error when
every second counts, and
that’s where we have a
distinct advantage. As a
result, we’re looking to
expand the number of
our monitoring agents by
up to 50 per cent.”

Launched in 2015,
in order to focus exclu-
sively on safety monitor-
ing through Blackline
connected devices, the
Blackline SOC 1is staffed
by professionally trained
agents, who are experi-
enced in managing safety
alerts, including skillfully
handling gas and lone
worker incidents — from
receipt through to reso-
lution, by following each
customer’s unique emer-
gency response protocol
and involving local first
responders as needed.

Since then, the Black-
line SOC has experienced
steady growth, increasing
from two agents to 20,
who currently handle 800
to 1,000 alerts daily, from
more than 37,000 con-
nected devices, including
both wearable and fixed
safety monitors.

In 2021, after tran-
sitioning its  dedicated
command centre to a
remote workforce, due
to the COVID-19 pan-
demic, the Blackline

v

SOC managed, handled
and responded to a re-
cord 250,000 alerts for
the year, the majority of
which were related to
high gas levels or missed
check-ins.

Only 20 of those
alerts escalated to the
point where local emer-
gency services were con-
tacted through the 9-1-1
emergency network, with
Blackline agents using
the company’s advanced
technology to direct first
responders to the exact
location of the employees
involved.

Blackline’s technology
is cloud-based, featur-
ing GPS-enabled safety
sensors and devices that
leverage the Internet of
Things (IoT) to connect
workers to live monitor-
ing. The platform in-
cludes high-performance
emergency response and
evacuation management
capabilities, as well as
contract tracing.

Blackline’s technology
connects employees with
software that pinpoints
their location, enables
back-and-forth informa-
tion sharing and collects
vital data, making it pos-
sible to detect the exact
location of a gas leak or
determine how often
workers are travelling
through high-risk areas.
The company’s wearables
are offered in two robust
models — one connected
via a cellular network and
another via satellite.

www.securityupdate.in

drea communications with IP4 capabilites

Power
company Eaton has an-
nounced that it is up-
grading its popular FHF

managemcnt

for hazardous
area communications
with IP4 technology.
The new Eaton FHF 1P4
Phones will deliver im-
proved functionality, as
well as improved reli-
ability and compatibility,
in order to keep workers
connected in the most ex-
treme industrial environ-
ments.

Phones

Commenting on the
upgrade, Eaton’s Product
Manager, Stefan Wosnit-
za, said “Our industrial
grade, weather-proof and
explosion-proof  Eaton
FHF Phones are already
trusted in hazardous ar-
eas, in many industries,
including oil & gas,
chemical processing,
conventional and renew-
able power generation,
and marine applications,
from ports and harbours
to cruise ships.”

Stefan Wosnitza adds,
“They often form part
of a safety-critical com-
munications network, so
it is important that they
maintain the highest lev-
els of compatibility and

reliability, with other es-
sential equipment. The
upgrade to IP4 delivers
significant  benefits for
end users in this regard,
as well as making phone
installation and mainte-
nance much easier.”

Eaton took a con-
scious decision not to
alter the physical appear-
ance of this trusted brand
of phones, when making
the technology upgrade.
The established and prov-
en housings have been
retained, which makes it
easier for customers to
replace older Eaton FHF
phones over time or to
seamlessly extend exist-
ing applications.

The IP4 range in-
cludes new versions of
the InduTel, FernTel and
ResistTel phones. The
IP4 upgraded versions
will be phased in over
the coming months, with
the weatherproof FernTel
1P4 and ResistTel 1P4 be-
ing the first to market.

The WP FHF FernTel
IP4 is equally at home
as a desk phone inside
or used outside, as a
wall-mounted  phone.
Equipped with a robust

plastic housing, the WP
FernTel IP4 can with-
stand exposure to sea-
water, harsh chemicals,
high humidity and tem-
peratures ranging from
-40°C to +60°C, as well
as extreme mechanical
strain. Available in bright
signal colour options, the
WP FernTel 1P4 is highly
visible in emergency, even
in poor weather and light
conditions.

The WP ResistTel
I1P4 meets the latest re-
quirements for VoIP tele-
phones and is suitable for
mission-critical commu-
nications, and life safety
applications.  Designed
for longevity, this tele-
phone features corrosion-
free materials that are
resistant to acids, alkalis
and lubricants, plus a
housing made of impact-
and shock-resistant GRP.
Rated to IP66, it is ideal
for use in harsh industrial
environments and pro-
vides the highest levels of
safety and reliability.

Both the WP FernTel
IP4 and WP ResistTel
IP4 feature a new pixel-
based luminous OLED-
Display and internal re-
lay to connect a headset
and secondary device for
visual and acoustic call
indication. Optional ver-
sions with an additional
relay module are available
for the connection of ex-
ternal signalling devices.
Both phones support ad-
ditional VoIP protocols
and offer advanced soft-
ware and enhanced cyber
security features.

Expert panel dissects fire safety in Mumbai

An expert panel dis-
sected fire safety in the
city at a virtual panel dis-
cussion. The theme was:
“Transforming Mumbai
into a fire safe city’. This
panel discussion organ-
ised by Mumbai First,
was part of National Fire
Services Week, marked in
India from April 14 to
20. The week is a tribute
to 71 firefighters who
died fighting a massive
fire at the Bombay Dock-
yard on April 14, 1944.

The session, moder-
ated by Mumbai First
Chief Executive Officer
(CEO) Neville Mehta
began with a welcome
address. Mehta told his
online audience that they
have an “amazing” panel
on board for this semi-

nar. There was Hemant
Parab, Chief Fire Officer
(CFO), Mumbai Fire
Brigade, who Mehta said
was, “a new generation
fire officer with a very
progressive outlook on
fire safety management.”

M V Deshmukh, pan-
ellist, “is full time dedicat-
ed to his mission which
is a Fire Safe Maharash-
tra, and chairman, Fire
Safe India Foundation,”
said Mehta and, “Chan-
drashekhar Prabhu, cel-
ebrated and well-known
urban planner.” Mehta
closed introductions and
opened it up to speakers
stating, “In the past five
years, Mumbai has wit-
nessed more than 26,000
fire incidents, exposing
the risks and vulnerabili-

ties of city infrastructure
to fire hazards.”

Chandrashekhar Prab-
hu began, setting fire-
tighting in context. He
said, “Let us understand
the different aspects of
the firefighting canvas.
The first is: policy of
urban development. If,
while making the policy,
the issues of firefighting
are considered, then the
life of the firefighters is
made easier. Similarly,
a Development Plan of
the city, revised every
20 years, has a blueprint
of how the city is going
to grow in the next two
decades. If firefighting is
drafted then, the process
becomes easier. The third
aspect is when devising
Development  Control
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the fire-

Regulations,
tighting department is
consulted, so it becomes
a part of the system. The
fourth and most impor-
tant aspect is the imple-

mentation of the fire-
tighting. If all these four
aspects are in sync, they
will make our firefighting
capabilities stronger.”

Prabhu was stressing a
holistic approach.

Deshmukh said there
were two sides to the fire
incidents. “This is pre-
vention of fire and pro-
tection during fire. We, as
policymakers, are totally
responsible for creating
faulty structures. We are
permitting tall buildings
in narrow streets and
there is marginal space
around the buildings.
This does not happen
anywhere in the world.
Being a developing na-
tion, we have a huge chal-
lenge of transforming the

safety culture amongst
citizens.”

Deshmukh added,
“We have SRA buildings
that are so tall with eight
tenements on a floor,
there are queues for lifts.
We always compromise
on the width of staircases,
which are disproportion-
ate to the occupational
load of the building.
We need to have proper
alarms in place and sprin-
kler systems too. There
are thousands of build-
ings in the city where
sprinklers are provided
only in the passages. Pro-
viding sprinklers only
partially is useless.”

Fire chief Parab added,
“We have started the Fire
Volunteers or Agni Rak-
shak programme with an
NGO, so that Mumbai-
kars can enrol and avail
of a day of training on
tire prevention. We have
trained more than 5,000

Mumbaikars  pre-COV-
ID, who are invited to
the fire station and then
given training on how
they can prevent fires and
use of extinguishers. We
want more Mumbaikars
to enrol.”

Prabhu made a point
that private developers
are needed to be incen-
tivised towards creating
a small fire station within
the vicinity of the mam-
moth projects they un-
dertake. “This will mean
having one more fire sta-
tion, albeit a small one,
to augment our firefight-
ing capacity,” while Parab
stated, “fire safety audits
are a continual process
and defaulters are given a
notice. Roughly, 120 days
are given to the premises
to make up for any la-
cuna. After completion
of designated time given
and if there is no compli-
ance, we do take action
against defaulters.”

Godrej Security Solutions and FSAI

Godrej Security So-

lutions (GSS), India's
leading home and in-
stitutional security so-
lutions  brand, have
announced their col-
laboration with FSAI to
launch a customized fire
safety assessment, which
will identify establish-
ments as fire compliant.
This program will be
coined Godrej Fire Risk
Assessor.

At the unveiling of
the Godrej Fire Risk As-
sessor, Mr Ajit Ragha-
van, FSAI - National
President, Mr. Deepak
Ghosh, Deputy CFO,
Mumbai Fire Brigade,

Launch Fire Safety assessment/audit

Shri. Santosh S. War-
ick, Chief Fire Officer,
MIDC and Director,
Maharashtra Fire Ser-
vices, Mr Suresh Me-
non, FSAI - National
Event Chairman joined,
Mr Ashok Menon -Na-
tional Secretary of Fire
& Security Association
of India, Mr DPushkar
Gokhale, Business Head
at Godrej Security Solu-
tions.

Mr Pushkar Gokhale,
Business Head, Godrej
Security Solutions said,
“There is a strong need
for organisations to un-
derstand if they are fire
compliant or not. At

the senior management
level, it’s important to
bring systemic adjust-
ments in the way we
build spaces that create
a fire safe ecosystem.
At the deployment lev-
el, it is vital to conduct
regular assessments, to
ensure that the estab-
lishments are fire com-
pliant. Hence, we are
partnering with FSAI
to drive this attitudinal
change and urge organ-
1sations to ensure their
people as well as their
property is kept secure.
This is equally critical
for residential societies,
especially high-rise tow-
ers which pose a greater
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threat towards fire inci-
dents. As a pioneer in
the security industry,
our aim is to help India
become a fire safe na-
tion.”

Mr  Ajit  Ragha-
van, FSAI - National
President said, "We are
pleased to collaborate
with  Godrej Security
Solutions for creating
this important initiative,
the Godrej Fire Risk As-
sessor. The FSAI be-
lieves in fostering a spir-
it of safe living among
all citizens of India and
inculcate a  proactive
mind-set towards safety
and security at all times.

which is why we appre-
ciate that a brand such
as Godrej Security Solu-
tions is taking this step.
We believe that this will
help create more aware-
ness regarding fire safety
amongst citizens.”

The fire audit will be
done at subsidised rates
as a testament to the
brand’s commitment to
a fire safe ecosystem.
Most of the infrastruc-
ture across the country
is vulnerable to several
fire hazards, often due
to a lack of understand-
ing building structure
and the right protocols.
The impact of fire haz-
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ards is significant not
only on lives but also on
loss of assets, valuable
documents,  jewellery,
etc.

Throughout this
campaign # BeFireSafe-
ThanSorry, Godrej Se-
curity Solutions aims to
increase proactive adop-
tion of security mea-
sures amongst citizens
and experts alike to fight
tire hazards. The Mum-
bai Fire Department
also acknowledged Go-
drej Security Solutions
and FSAI as crusaders
for fire safety and have
applauded them for this

initiative.

alemens adds loT components
to fire safety portfolio

Siemens is expand-

ing its Cerberus Pro
fire safety offering with
updated FC720 fire
control panels, an Iol-
enabled OOH740 detec-
tor equipped for distur-
bance-free function test-
ing, and the Cerberus
Connect mobile app that
complements the exist-
ing Cloud Apps. This
move means that service
providers,  consultants
and end customers will
benefit from resource
optimisation, simplified
planning and mainte-
nance as well as higher
convenience during op-
erations.

The new FC720 fire
control panels provide
built-in connectivity
through the X200 gate-
way. This facilitates in-
stallation and commis-
sioning processes, saving
time and enhancing se-
curity. This panel gen-
eration comes with an
updated periphery board
which significantly in-
creases the power on the
loop. With smaller pan-

els and fewer loops than
before, customers save
costs and benefit from
reduced planning com-
plexity. Additionally, the
panels offer refined soft-
ware features, thereby
optimising operating
options.

In addition to the
proven ASA technology
(Advanced Signal Analy-
sis), the OOH740 Cer-
berus Pro detector is now
also equipped with DFT
technology (disturbance-
free function test). This
means that the detector
can be programmed to
conduct tests on a regu-
lar basis without human
intervention. As a result,
service providers don’t
need to wait for the next
mandatory check by a
service technician, nor
physically send someone
to test the detector in a
building, risking to dis-
turb for instance guests
in hotel rooms, staff in
meeting rooms, or pa-
tients in hospitals.

Cerberus Connect
App is a new app in the

Cerberus Cloud Apps
portfolio, available both
for I0OS and Android.
Fire safety staft can re-
ceive live notifications
via a push option, and
they can check the status
and event history of their
tire safety site from any-
where and at any time.

Furthermore, main-
tenance and regular ser-
vice visit planning and
reporting has been im-
proved by digitalising
the process through the
Cerberus Cloud Apps.
Secured visibility of the
connected sites is ensured
around the clock, there-
by facilitating efficient
maintenance  planning,
execution and reporting.
The service provider can
plan the visit through
the Cerberus Portal,
conduct testing on site
via the Connect App and
then generate compliant
reports through the Por-
tal. These can be sent to
the customer, who has
tull visibility of the fire
system and can prove
compliance if needed.
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ADT believes data is
the fuel making smart
home security systems
safer, smarter and more
helpful for our custom-
ers. Data will unlock
next-generation features
such as ambient, or al-
ways-on, security, for ex-
ample, and data already
enables the smarts in

Industry Consumer Pri-
vacy Initiative in 2019,
noted ADT Vice Presi-
dent of Product Engi-
neering Mark Reimer,
who joined the group
to instill Privacy by De-
sign principles across
the smart home security
industry.

What’s more, Reimer
pushes privacy as part of
ADT’s participation in
the Connectivity Stan-
dards Alliance, which
sets standards for how

TECH TALK

The importance of "designed-in" seeurity

they unlock additional
personalised  services,
like alarm verification",
said Reimer.

"In the coming
months, as we move
torward with Google
and Nest Aware, any
alarm data that custom-
ers opt-in to share with
ADT will be stored se-
curely in Google Cloud
Platform where access is
gated, authenticated and
auditable,"” commented
ADT Chiet Monitoring

thermostats that main-
tain comfortable tem-
peratures while reducing
unnecessary energy use
when nobody is home.
However, the ability to
offer these types of ser-
vices requires customers
to trust their supplier to
keep their data private
and secure. According
to ADT Chief Operat-
ing Officer Don Young,
that is why ADT follows
the principles of Privacy
by Design, which state
that privacy must be in-
corporated into its plat-
forms and technologies.

“We have built and
constantly fortify an ar-
chitecture that gives cus-
tomers comfort to share
data with us and know
that their data is pro-
tected and being used
to provide value to them
through  automation,
preventative  detection
and enhanced emer-
gency response,” Young
said.

Data  privacy and
security  begins  with
the design of hardware
products, which are test-
ed and validated at the
ADT Engineering Tech-
nology Center in Boca
Raton, Fla. All devices
in ADT’s networked
data systems leverage
encryption technology,
two-way and spread-
spectrum  communica-
tions, Young noted.

To proactively ad-
dress consumer privacy
concerns, lay out indus-
try guiding principles
and push the security
industry toward greater
transparency on con-
sumer privacy, ADT
launched the Security

IoT devices and tech-
nologies communicate
and share data. In re-
lation to privacy, he is
working on upholding
ADT’s ‘privacy line’ on
the types of device data
that is made available
for sharing depending
on a customer’s opt-in.
ADT, he noted, is em-
bracing the alliance’s
Matter standard, which
helps to ensure devices
are reliable and secure as
well as seamless to use
across manufacturers.

“There’re more than
200 companies that are
all  working together
to bring matter to life
so that we’re all speak-
ing the same language,”
Reimer said, explaining
that when devices use
the same language, they
can seamlessly share
data.

ADT makes sure to
confirm each customer’s
permission (opt-in) be-
fore collecting, trans-
porting or storing their
alarm data, Young not-
ed. To help ensure trans-
parency, ADT developed
clear communications to
help educate customers
what data ADT would
like to access and when,
and the value to the cus-
tomers for sharing it.
“Otherwise, customers
will share everything, or
they’ll share nothing.”

"For example, if cus-
tomers allow ADT ac-
cess to their alarm data,
ADT can use it to make
more informed deci-
sions about the need for
a first responder during
an alarm event and offer
other helpful services. In
addition, when custom-
ers share data with ADT,

Officer Larry Folsom.

“We think of this
system as a lockbox and
then we think of doors
to that box,” he said.
“One door to that box
is labelled the customer,
one ADT agent and one
public safety. The ADT
agents and public safety
will only have access if
the customer specifically
gives permission.”

The types of alarm
data stored in this lock-
box will include video
as part of ADT’s next-
generation smart home
security platform - if
customers choose to
share their video data
with ADT.

In the case of video
capture and usage, ADT
asks customers for per-
mission to collect data
when a camera detects
a person and when an
alarm is triggered. If the
customer opts into this
type of data collection
and sharing, ADT can
use the data to help ver-
ify an alarm event, re-
sulting in a faster, higher
priority response from
tirst responders.

"Any alarm data pro-
duced by a smart home
security  device and
shared with ADT will
remain in the lockbox
and will never be sold",
noted Raya  Sevilla,
ADT Chief Technology
Officer. Her team 1is de-
veloping an information
technology platform to
process the alarm data
shared with ADT for
next-generation services
such as ambient, or al-
Ways on, security.

“Your smoke and car-
bon monoxide detector
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are always on. You never
have to turn them on
and off. Your security
system should also al-
ways be on. Why do you
have to arm and disarm
it?” she said. “To get to
that space, it is going to
be a combination of cer-

tain devices in the home
as well as data.”

Going forward,
Young said, data secu-
rity and privacy are ta-
ble stakes for the smart
home security industry.
Companies that fail to
deliver on data priva-
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cy and security will be
eliminated. Companies
that protect data privacy
and security, on the oth-
er hand, will gain access
to customer data in ex-
change for higher value
smart home security ser-
vices

15 Al really necessary for videa Surveillance?

Al is often used as a
term to attract organisa-
tions with promises of
cost savings and, often,
unrealistic, levels of ac-
curacy. But is new tech-
nology always essential?
When it comes to video
surveillance,  Artificial
intelligence (AI) is often
presented as a panacea
— a technology provid-
ing all the answers to
all the client’s security
problems. Not only
can it save money, it
can also offer unlimited
functionality and, some
claim, close to 100% ac-
curacy.

However, the truth
is somewhat different.
While AI does have a
growing role within sur-
veillance, it’s not with-
out its faults. Nor is
it always necessary for
video surveillance with
many systems on the
market able to provide
solutions using existing
data analytics without
the need for investment
in complex deep learn-
ing (DL) or neural net-
works that imitate the
human brain.

“The way Al works
is actually pretty crude,”
Dean Drako, Founder
and CEO of cloud-
based video surveillance
provider Eagle Eye Net-
works, admits. “You ba-
sically pick thousands
of images that are what
you want and thousands

that aren’t
what you want. Then
you train the system
by teaching it.” Where
cloud-based surveillance
companies like Eagle
Eye Networks come in
is that they can do a lot
of training of AI sys-
tems, saving companies
the time and expense of
doing it themselves.

of others

However, accord-
ing to Drako, standard
video analytics is more
than adequate for many
security  applications,
such as counting people
in a particular area, de-
tecting those who are
loitering, camera tam-
pering and spotting cars
that are travelling the
wrong way. “Although
some people are starting
to use Al for these types
of applications, it’s not
necessary. You can gen-
erally get pretty good
accuracy with the latest
video analytics.”

Inevitably, though,
some video analytics
systems are better than
others. “Traditional sys-
tems use BLOB (binary
large object) analytics
which are not particu-
larly accurate,” remarks
Jamie Barnfield, Senior
Sales Director at IDIS
Europe. “They often
cause false alarms which
means either custom-
ers don’t use them at all
or they respond to an
event that’s the result of

harmless environmental
factors such as a mov-
ing branch from a tree
or a bag blowing across
a car park, instead of an
actual human intruder.”
According to Barnfield
the advantage of solu-
tions that use the latest
analytics systems is that
it helps to reduce the
number of false alarms,
thereby  ‘empowering
surveillance  operators
to better detect crime or
suspicious behaviour.’

Nevertheless, accu-
racy is never going to
be 100% even with the
most advanced analytics
or Al systems. “I read
about one of the big su-
permarkets trailing an
Al system that used a
dataset of 300,000 faces
to prevent staff from
having to ask how old
customers were to buy
alcohol and cigarettes,”
comments IDIS’ Jamie
Barnfield. “There’s no
way with a dataset that
small that it’s going to
be accurate enough.”
Eagle Eye Networks
Dean Drako agrees: “If
you can’t teach a human
to reliably tell someone’s
age then you are going
to have a very hard time
teaching a computer to
reliably do it.”

According to Barn-
field, not only do some
clients have unrealistic
expectations about the
accuracy of Al-based
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video surveillance sys-
tems, they can also be
a distraction from the
organisation’s real prob-
lems. “Some compa-
nies are losing tens of
thousands of pounds a
day in internal and ex-
ternal shrinkage while
they wait for the per-
tect Al solution when
they could be installing
a regular HD plug and
play system that could
pay for itself in the first
year,” adds Barnfield.

Yet while it’s true
that not all companies
need Al-based surveil-
lance systems right now,
demand is increasing as
the technology advances
and prices fall. For Eagle
Eye Networks, which
recently bought Banga-
lore-based Al company
Uncanny Vision, there
are two main applica-
tions where Al in video
surveillance offers real
benefits over traditional
analytics. Firstly, when
it comes to video search
and, secondly, for real-
time alerts.

For example, us-
ing an Al-based video
surveillance solution
it’s possible to capture
metadata, such as the
colour of the clothing
someone 1S wearing or
the backpack they are
carrying — something
that wouldn’t be pos-
sible using general data
analytics. This means
that if an eyewitness says
they saw someone wear-
ing a black coat and car-
rying a green backpack
acting suspiciously it’s
possible to input those
details into the video
search facility and it will
tind the relevant foot-
age, potentially saving
security personnel from
watching hundreds of
hours of video footage.

Eagle Eye Networks
demonstrated an  ex-
tremely advanced Al
based video surveillance
solution that captures
metadata of everyone
entering its US offices
as well as an ANPR (au-

tomatic number plate
recognition) system
that matches car num-
ber plates to the precise
make, model and colour
of each vehicle parked in
its car park.

Nor is video search
the only advantage that
Al video surveillance of-
fers over conventional
analytics. It also makes it
possible to create much
more accurate real-time
alerts. For example,
Ipsotek, which has re-
cently been acquired by
French digital transfor-
mation company Atos,
has developed a smart
petrol station solution
for the UK’ biggest
grocery retailer. Instead
of having staff manning
its forecourts 24/7, it
uses advanced CCTV
cameras, coupled with
Al-powered BullSequa-
na edge servers, to de-
tect certain events such
as individuals trying to
use the petrol pumps
without a vehicle to fill
up, or vehicles spending
far too long at the pet-
rol station which could
indicate a significant site
risk.

These events are au-
tomatically sent to a re-
mote monitoring centre
which is then able to
intervene, often using
speakers located on the
forecourt to warn po-
tential offenders that
they are being recorded.
Comments Chris Bish-
op, Sales Director APAC
and Marketing Director
at Ipsotek: “The smart
petrol station solution,
which has been ap-
proved by the fire au-
thorities and by UKPIA
(UK petroleum industry
association), has allowed
the retailer to move staft
from its petrol stations
to the superstores where
they can help to stock
shelves and refill back
of house.” The solution
has now been deployed
at over 300 retail sites
across the UK.

Whereas once video
surveillance required
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large numbers of securi-
ty staff sitting in a room
examining video foot-
age, the latest solutions
- many of them AI-
based — allow organisa-
tions to automate some
of the processes, thereby
allowing them to make
considerable operational
savings. For example,
Ava Security, now part
of Motorola, works
closely with SMEs and
educational  establish-
ments providing cloud-
based video surveillance
solutions that can be
retrofitted to work with
existing systems or fit-
ted from new.

And although analyt-
ics is still widely used
for basic object detec-
tion, such as count-
ing how many students
are in a particular area,
increasingly Al is Dbe-
ing used for real-time
anomaly detection such
as spotting if someone
is in a place late at night
where they shouldn’t
be or a vehicle is trav-
elling the wrong way
down a road. However,
Al isn’t a silver bullet,
warns Sam Lancia, Ava
Security’s  Co-Founder
and Head of Video En-
gineering: “Like ana-
lytics, Al isn’t perfect.
There’s no Skynet here
that’s magically going to
detect that this person
walking in is a bad guy
and shoot them and lock
down the school.”

Inevitably, while Al
technology can help
with video surveillance,
it doesn’t provide all the
answers. Nor does it al-
ways offer 100% accu-
racy, even with the most
comprehensive of data
sets and deep learning
embedded over many
years. For many organ-
isations more 1mpor-
tant is getting the basics
right first — installing
cameras in the right
places and making sure
they are all working cor-
rectly — before they con-
sider investing in the lat-
est artificial intelligence.

How Al and analytics can add value
to surveillance capabilities

Cloud connectivity,
the internet of things
(IoT) and, more recently
still, the advancements
in machine learning and
Artificial ~ Intelligence
technology, are trans-
forming physical security
into an interconnected
system of smart devices
and sensors. Such sys-
tems are now capable of
collecting and processing

data to produce power-
tul insights, which serve
to enhance security and
improve operational de-
cision making in many
areas.

Here, Axis’ Markus
Lai considers how AI-
powered analytics s
boosting and expand-
ing video surveillance
capabilities to improve

operational efficiency in
a number of different in-
dustries.

Choosing the right
technology and deter-
mining how and where
to deploy it can be a
challenge for businesses
eager to select the most
effective tools to meet
their specific require-
ments. Knowing the
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how, where and why is
crucial to gaining the
most from the technol-
ogy and delivering a
sound business case. Un-
locking the full potential
of Al to transform the
way premises, assets and
people are protected will
hinge on a greater un-
derstanding within the
security industry of its
capabilities and benefits.

AT advancement and
the benefits for video
surveillance

Today’s network
video solutions provide
advanced levels of pro-
tection at any site. For
example, video surveil-
lance cameras, thermal
cameras and radar can
be used to effectively
detect movement at or
near a perimeter, track-
ing intruders that are
approaching on foot or
in a vehicle, while auto-
mated alerts and alarms
can be triggered through
network (IP) speakers to
deter potential criminal
activity.  Such  technol-
ogy, driven by powerful
analytics and supported
by Al, delivers superior
levels of accuracy result-
ing in fewer false posi-
tives. This reduces the
likelihood of a security
team being dispatched to
investigate a false alarm
unnecessarily, leading to
cost savings.

Video  surveillance
has also proved to be a
powerful tool for com-
plementing access con-
trol systems. At entrance
points, automated access
control solutions remove
the need for security per-
sonnel to physically man-
age and monitor access
points 24/7, facilitating
a smooth process which
uses video surveillance to
provide a second factor
of authentication. This
method is used to accu-

rately identify, authenti-
cate, and authorise per-
sonnel, effectively man-
aging and streamlining
admissions processes.

Analytics at the edge

Advanced and more
accurate video surveil-
lance is enabled by us-
ing network security
products that have edge-
based analytics built in.
Detecting and resolv-
ing incidents becomes
straightforward, and the
potential to apply a range
of cameras and sensors
gives security personnel
complete peace of mind
in any situation.

Onboard processing
power has huge ben-
efits in relation to the
recording and analysis
of video in real time and
the availability of related
data. Real-time, rather
than forensic ‘after-the-
fact® data, allows teams
to respond to an inci-
dent in progress and take
preemptive measures by
analysing video data as
an event unfolds. The
ability to process video
at the edge, without the
potential time lag and
energy drain associated
with the passing of data
back and forth to a serv-
er, results in an efficient,
cost effective and faster
means of video capture
and analysis.

And those established
providers who have re-
alised the benefits of col-
laboration over a siloed
approach are further
enhancing video surveil-
lance processes by advo-
cating open platforms.
An open approach facili-
tates the sharing of best
practices and collabora-
tion over hardware and
software. In short, this
method enables ven-
dors to come together
to deliver a customised
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best-of-breed solution to
meet a customer’s exact
requirements, often re-
sulting in a solution that
is more powerful than
anything that one pro-
vider could produce in
isolation.

Artificial intelli-
gence and deep learn-

ng

Collaboration and the
sharing of ideas drives
innovation. Much of
the current thinking on
AI and deep learning in
regard to the process-
ing of video and use of
powerful analytics comes
as a result of knowledge
sharing between leaders
in these fields. Today’s
fluid, dynamic systems
can make use of dis-
tributed intelligence for
maximum levels of secu-
rity and efficiency, allow-
ing a non-rigid approach
to processing power and
a combination of server,
cloud and edge capabili-
ties. Technology doesn’t
stand still, and this ap-
proach allows developers
to make use of a blend of
all of these methods of
data processing.

Physical security
continues to evolve rap-
idly, with multiple sen-
sors, intelligence and
on-device processing in-
creasingly becoming the
norm. Rather than get-
ting hung up on specific
technology, the security
provider of the future
will be required to work
collaboratively to create
a solution to fit a prob-
lem. Deploying analytics
and artificial intelligence
as a key component of
video surveillance will
enable businesses to bet-
ter face their challenges,
resulting in  powerful
cutting-edge video solu-
tions for a smarter, safer
world.
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