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Organisations world- Ensure staff are on

wide are witnessing the
power of cutting-edge
video to drive a return
to business as (almost)
usual. But while the
technology itself is vital,
it’s only one part of the
process. However, there
are also health, safety
and welfare policies that
businesses would do
well to bring into op-
eration alongside their
technology investments.

Today’s  intelligent
Al-powered cameras
provide vital screen-

ing services for organ-
isations striving to get
people back to busi-
ness. These cameras can
measure someone’s skin
temperature and check
it they are wearing a
mask or not; they can
carefully monitor crowd
density, flagging when
there are too many peo-
ple in a certain location;
and they can accurately
measure the distance be-
tween people, helping to
uphold local social dis-
tancing regulations.

But for this technol-
ogy to deliver its full
potential, businesses
should also consider key
HR and legal matters
that may affect all those
coming into view of the
cameras. These consid-
erations can be woven
into a custom Health,
Safety and Welfare pol-
icy, which is understood
and adhered to by all.

hand and informed

First of all, businesses
need to ensure there are
staff available to support
the screening process at
the premises, and that
they know exactly what
they are expected to do.

Consider  tempera-
ture screening, for in-
stance. Who is going
to be present to mon-
itor temperature read-
ings? And if someone
does have a high tem-
perature, what happens
next? Moreover, what
will you do if someone
objects to having their
temperature  screened?
Such things need careful
consideration.

Equally, when it
comes to mask detec-
tion, will members of
staff be on hand to guide
people towards the mask
detection cameras? And
if the camera finds no
mask, will one be pro-
vided?

For flow control, it
1s vital to consider how
many people can safely
be accommodated on
the premises at any one
time. A policy will also
be needed to deal with
what happens if people
continue to enter a loca-
tion that has reached full
safe capacity. And if the
system sounds an alert
to one or more indi-
viduals, asking them to
maintain social distanc-

ing, one key question
1s: how will the business
enforce this?

Employee consent and
privacy

It is also vital that
staff fully understand
that they are being
screened, and that they
agree to it beforehand.
Organisations  should
clearly inform employ-
ees of the video technol-
ogy, the nature and ex-
tent of the monitoring,
and its purpose, clari-
tying what has changed
from the normal poli-
cies. It is recommended
to obtain official written
employee consent for
being screened.

It facial recognition
is selected for use for
employee access con-
trol, this technology will
reveal ‘personal data’,
which is defined as ‘pro-
cessing personal data’,
and privacy regulations
apply (such as GDPR
in the EU). Consent for
processing facial images
is essential, so business-
es must obtain it from
each employee, who
should be clearly ad-
vised that this data will
be used only for future
access control/ time at-
tendance. ~ Employees
should also be given
the option to withdraw
their consent in the fu-
ture if they change their
mind.

The data of a human
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subject’s body tempera-
ture generated during
automated temperature
measurement is not de-
fined as a ‘personal data’
under certain data pro-
tection laws. However,
it cannot be ruled out
that data protection law
does apply in the case
that it is possible (even
subsequently) to iden-
tify the people passing
before the cameras.

Of course, every
business is difterent. So
when devising health
and safety procedures,
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ment should be tailored
to the specific business,
the environment and
the policies. It is vitally
important to also check
changing regional guid-
ance and requirements
regularly. Organisations
may also want to consid-
er getting legal advice,
in order to ensure that
this part of the process
is absolutely right.

Hikvision, as a com-
pany, believes it has en-
deavoured to optimise
its products and help

G
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opace

reduce the
compliance risks regard-
ing data protection law.
The company also rec-
ognises that technology
is only one part of the
back-to-business sto-
ry, and has produced a
Back-to-Business eBook
that gives an overview
of its camera portfolio,
explains how to install
them for the best re-
sults, and outlines the
health and safety consid-
erations for using them.

Credits: Hikvision
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Dear Reader

For as many years as one could recall,
London was the city with the maximum
number of CCTV cameras in the world,
it was reported in 2004 that a Briton was |g
liable to be shot (pictured) 300 times a day |
by CCTV cameras, from when one left
for work in the morning till the time one
returned. Then, cities in China overtook
London to be the most surveilled.
However a recent study titled “The Top
Surveillance Cities Worldwide’ conducted by Surfshark and published
in the South Asia Journal surprised everyone when it listed two of
India’s cities in its top 10 list. Chennai apparently is at the top with 657
CCTV cameras per sq km and 25.5 per 1,000 people. Hyderabad is at
number two, beating major cities such as London, Beijing and New
York. Not surprisingly, six Chinese cities feature in the top 10 - Beijing,
Harbin, Xiamen Chengdu, Taiyuan, Kunming, while Delhi features at
number eight!

As the proliferation of CCTV cameras in public areas keeps growing by
the day, and as the government starts to store more and more data about
its citizens, one often wonders if we will have any privacy left in another
few years. Governments all over the world want to keep tabs on every
citizen, often in the name of national security. While that may be true to
a certain extent, citizens are increasingly getting uncomfortable with the
way technology is transforming with intelligence gathering capabilities.
The risk to every citizen is increasing because of the vulnerability of
personal information falling into wrong hands.

Tony Porter, the former surveillance commissioner of UK & Wales,
who [ had the honour to meet a few years ago, when he was still holding
office, feels that people don’t understand the capabilities of newer,
biometrically enabled systems such as drones, mobile-phone tracking
and automatic number plate recognition (ANPR). He says, “It is not
clear that the right balance between privacy and security was being
struck, accusing police of acting like ‘sentinels in the mist”.” An erstwhile
senior police officer himself, Porter says, “the balance between privacy
and security hasn’t yet been demonstrably met.”

Taking cognizance of privacy concerns and keeping the rise in public
interest litigation cases in view, many countries are cautious of the
technology and the European Union is considering banning it in public
places for up to five years while it works out how to prevent abuses.
Amnesty International has launched a global campaign to ban the use
of facial recognition systems, a form of mass surveillance that amplifies
racist policing and threatens the right to protest. The ‘Ban the Scan’
campaign kicks off with New York City and will then expand to focus
on the use of facial recognition in other parts of the world in 2021. It is
viewed that publicly deployed facial recognition systems are a form of
mass surveillance that violate the right to privacy and threaten the rights
to freedom of peaceful assembly and expression.

While others deliberate, onl4th May 2019, San Francisco banned the
use of facial recognition software by the police and other agencies. Civil
liberty groups have expressed unease about the technology’s potential
abuse by the government amid fears that it may push the United States
in the direction of an overly oppressive surveillance state. But critics
said that rather than focusing on bans, the city should find ways to craft
regulations that acknowledge the usefulness of face recognition.

However, the technology has many benefits as well, giving law
enforcement agencies a great advantage to identify suspects while
investigating crimes. Used alongside artificial intelligence and machine
learning this technology can be used to even predict and stop crimes
from happening. It is ridiculous to deny the value of this technology in
securing airports and border installations. As a biometric feature, use of
face recognition has gathered significant momentum over fingerprints
and other contact technologies in access control during the ongoing
pandemic time. It would be interesting to continue tracking how this
tech pans out in public usage over the next few years.

Till we meet next month, Stay Safe

and Keep Others Safe. G B Singh
Group Editor
[ gbsingh@lstassct.org
1 @EditorGB
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Sccdan Y
<minp

‘CREATING BUSINESS OPPORTUNITIES

SECURITY UPDATE is a focused educational publication on protection
technology, products and solutions. It reaches the business community of
manufacturers, distributors, dealers, installers, integrators and consultants of
security, fire and safety systems. Printed monthly as a lightweight tabloid, it is
easily carried and read on the move, reaching the remotest corner of India, even
where the internet may not have reached!
General Information
SECURITY UPDATE welcomes manuscripts, news items and photographs,
however SECURITY UPDATE is not responsible for loss or damage incurred
whileintransitorinour possession. SECURITY UPDATE is published monthly
on the 28th day of every month. Deadlines are three weeks before this date.
Qist
|

W Academy of Secuity Science
W Education & Training Pt Lia

All rights reserved. No part of this publication may be reproduced in any form
or by any means, electronic, mechanical, photocopying, recording, or otherwise
without the prior written consent of the publisher. Opinions expressed in articles
or advertisements appearing in SECURITY UPDATE are those of the authors or
advertisers and do not necessarily reflect those of the publication, or of its publishers.

Ass T ©1st Academy of Security Science Education & Training Pvt. Ltd.
180 9001:2008 Certified

Printed, published and edited by G B Singh on behalf of
1st Academy of Security Science Education & Training Pvt. Ltd.
Printed at Ask Advertising Aids Pvt. Ltd.
88 DSIDC Sheds, Okhla Indl. Area Ph-I, New Delhi 110020
Published at “Security House”, 24-B, Udyog Vihar-V, Gurugram 122016,
Haryana, INDIA.

info@]1stasset.org

INTRUSION/ACCESS CONTROL

Aiphone [aunches ING Series P Video Entrance Station
with Telecoil to assist individuals with hearing loss

Aiphone, the inter-
national ~ manufacturer
of intercom and security
communication  prod-
ucts, IS announcing its
IXG Series tenant, guard,
and entrance stations are
integrated with Telecoil
(T-Coll) to assist individ-
uals with hearing loss or
impairments who wear
compatible devices.

This integration al-
lows the IXG-DM7-HID
IP Video Entrance Sta-
tion to send out an elec-

tromagnetic signal that
the T-Coil within a per-
son’s hearing aid picks
up — allowing the hearing
aid and the intercom sys-
tem to directly connect to
produce a clearer sound
and to remove audio in-
terference.

This feature allows
those who suffer from
hearing impairments to
more easily communi-
cate using an intercom
system in multi-tenant
facilities, as well as medi-

cal or elder-care facilities.
“The Telecoil integration
Is important to ensure
Aiphone’s intercom and
security communication
products can be easily
used by individuals who
are hearing impaired and
require the assistance of
a hearing aid,” said Brad

Kamcheft, Marketing
Manager for Aiphone
Corp.

“More than 13 per-
cent of people in the
United States report
some difficulty with hear-
ing and Aiphone wants
to ensure that our devic-
es support accessibility
and the Americans with
Disabilities Act.” The
T-Coil integration works
like this: when a hear-
ing-impaired  individual
approaches an intercom,
the sound signal is con-
nected to an amplifier,
which generates a current
to pass the signal to the
induction loop - which
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is usually made of copper
tape or wire.

The loop then pro-
duces an electromagnetic
field and is then picked
up by the T-Coil. As each
hearing aid individually
tailors the sound to the
specific needs of the in-
dividual, the integration
with T-Coil allows for re-
duced background noise
and the full spectrum of
sound frequencies

quired for intelligibility.

The IXG Series from
Aiphone features the
benefits of an IP intercom
with the versatility of a
multi-tenant  solution,
all powered by a single,
full-featured system. IXG
Series solutions are ideal
for commercial sites, in-
dustrial facilities, schools,
campuses, parking ga-
rages, retail, emergency
calling, and correctional
applications.

re-

Lenel52 integration with Seek Thermal’s
contactless thermal imaging system

*rn‘

W

LenelS2, a front-run-
ner in advanced security
systems and services, an-
nounced the integration
of its OnGuard® and
NetBox™ access control
systems with Seek Ther-
mal’s Seek Scan thermal
imaging system. The
new integration allows
businesses to identify in-
dividuals with elevated
skin temperature through
a contactless solution and
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allow or deny entry based
on this reading.

The integrated solu-
tion joins the Carrier
Healthy Buildings Pro-
gram suite of offerings
to help deliver healthier,
safer, more efficient and
productive indoor en-
vironments. LenelS2 is
a part of Carrier Global
Corporation, a foremost
provider of healthy, safe

and sustainable building,
and cold chain solutions.

As one of the most
affordable thermal tem-
perature screening solu-
tions meeting FDA
guidelines  during  the
COVID-19  pandemic,
the Seek Scan system is
designed to automate
body temperature screen-
ing. With accuracy read-
ings within a fraction of
a degree, the Seek Scan
system delivers the same
performance as a hand-
held infrared temporal
thermometer, but it is
automated from a safe
social distance.

Through its applica-
tion programming in-

terface (API), the Seek

Scan system is accessible
anywhere on a network,
enabling integrators and
business owners to access
and manage the system.
“As we strive to help re-
open offices and other
gathering spaces, daily
temperature scanning is
one important aspect of
a comprehensive strategy
to help ensure healthier
environments,” said Mike
Muench, CEO and Presi-
dent, Seek Thermal. “As
the demand for thermal
screening and integrated
API solutions grows, our
strategic ~ collaboration
with LenelS2 will help
deliver this affordable
system to a myriad of
businesses and organisa-
tions.”

Third Millennium announced the launch of
new Anti-ligature Reader

www .securityupdate.in

Third Millenni-
um has announced the
launch of a flush-mount-
ed Ligature Resistant
reader. The RX5M is a
Third Millennium styled
flush-mounted Ligature
Resistant  reader. The
unit is a multi-technolo-
gy reader suitable to in-
terface with all standard

access control systems.

This unit offers im-
pact-resistant
tion with a high degree
of protection against
vandalism and malicious
attack.

The stainless-steel
flush fit assembled hous-
ing may be secured

construc-
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to a recessed standard
UK Double Gang Back
Box using two security
screws, making installa-
tion quick and easy.

Steve Greenaway,
Business Manager, said

“The primary function of
the reader is to prevent
anyone from harming
themselves, or others,
and ensuring that a lig-
ature cannot be attached
to the reader.” “How-
ever, the RX5M is also
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suitable for areas where
standard readers might
become damaged, such
as unsupervised public
places, corridors and de-

tention facilities.”

Alarm.com unveils new video
doorbell and LTE sensor

I

Alarm.com, made two
major product introduc-
tions recently. The first is
a new Alarm.com-brand-
ed video doorbell with
a COVID-friendly spin;
the second is a LTE-pow-
ered sensor that can be
deployed in challenging

environments.

The touchless door-
bell eliminates the need
to physically press a but-
ton — anyone coming to
the front door simply
stands on a doormat
placed at a safe distance
to ring the chime. Rath-
er than using motion
detection, the product’s
internal video analytics
do the work.

According to a press
release, when a person
is detected, the doorbell
immediately triggers the
existing chime in the
home, sends a mobile
alert to the homeowner
and starts recording a
video clip. Homeown-
ers can see and speak
with visitors through the
doorbell’s live HD video
and two-way audio.

The device also fea-
tures:

* 150-degree verti-
cal field-of-view that
gives homeowners a
full head-to-toe im-
age of visitors and
clear look at packages
left on the doorstep

* Optimized  portrait
viewing on mobile so
there’s no need to ro-
tate the mobile device

e Full HD resolution,
HDR, and infrared
night vision

e Onboard heater for
low temperature op-
eration

¢ Live video and saved
clip viewing using the
Alarm.com  mobile
app or website

The Alarm.com Flex
IO is a new battery-pow-
ered sensor device that
has been weatherproofed
for outdoor durability.
It uses the latest LTE-M
technology to operate
anywhere there’s LTE
coverage and without a
panel, hub or even Wi-

Fi. According to a press
release, security service
providers can offer the
device as a standalone
solution or as an expan-
sion to a customer’s ex-
isting system.

According to the re-
lease, the sensor sets up
in seconds and can be
attached to almost any-
thing, such as doors,
gates, sheds, barns, de-
tached garages, guest
houses and other access
points around a proper-
ty. A wired magna-loop
input option keeps users
informed if freestanding
items, like a motorcy-
cle or lawn mower, are
moved.

An expected battery
life of more than two
years and the vast LTE
coverage via AT&T and
Verizon paved the way
for this product’s devel-
opment. It also includes
wired inputs that enable
the device to integrate
with other sensor devic-
es, such as motion detec-
tion or water leak detec-
tion.

New web access control reader
from Givintec

The Crystal Touch,
CT9, is a Linux based
HTTP server centralised
reader with TCP/IP Eth-
ernet suitable for both
LAN and Internet cloud
server software
munication.  Designed
with embedded relay
control for lock control,

com-

the CT9 is ideal for both
standalone access con-
trol systems and online
server centralised access
control monitoring in
real time - no need for
an additional controller.

With a stylish and
elegant design, the 3.5”
touch screen and speak-

er sound gives intuitive
and user-friendly clear
information to visitors,
and suits almost all ap-
plications and environ-
ments for indoor and
outdoor installations
and offers the highest
level of security.

The CT9 incorpo-
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rates 1SO18092 NEFC
and BLE, QR code mo-
bile phone access ID,
and several chip technol-
ogy RFID dual 125KHz
& 13.56MHz contact-
less smart cards which
makes it ideal to use
when several card pop-
ulations with different
RFID-technologies and/
or frequencies should be
used at the same time.
The CT9 is designed
to read Secure Access
Modules (SAM) embed-
ded on a SIM-card sized
contact chip, and is
compatible with Mifare
SAM AV2 which gives
the possibility to fur-
ther increase security for
storing encryption keys
(Evaluation  Assurance

Level, EAL5+) and also
allows for diversification
of encryption keys. This
combination makes the
product flexible for all
kinds of security appli-
cations and future tech-
nology requirements ap-
plicable to the security
industry.

The CT9 TCP/IP
reader supports QR code
display on a 3.5” touch
screen, visitors use their
personal mobile phone
with the app running
to scan a code to unlock
the door. The system
is flexible so is able to
authorise a visitor with
his/her valid access time
or for a particular dura-
tion. An SDK is offered

L
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for both server software
and smartphone app in-
tegration.

As the CT9 comes
with an SDK for third
party

integration, it 1is

software
ide-

al for general purchase

Sscrver

applications for access
control, visitor manage-
ment, time attendance,
facility control, loyalty
membership
ment and cashless pay-
ments. The SDK also
offers a mobile phone
app demo with source

manage-

codes for customer mo-
bile app development
using BLE/NFC or QR

codes for lock control.

Tagmaster launches world’s first
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Tagmaster is launch-
ing a radar detector
system for directional
counting of bicycles and
pedestrians in urban en-
vironments. The system
is thought to be the first
intelligent bicycle and pe-
destrian detector on the
market.

The launch is another
result of Tagmaster’s in-
vestment in solutions for
so-called Active Travel,
which contributes to the
necessary transition to a
more sustainable trans-
port system. The new
radar detector system is
launched simultaneous-
ly in France and the UK
and will help cities de-

velop better solutiohs for
bicycle traffic and pedes-

trians.

“We are seeing a
strong development to-
wards bicycle traffic and
pedestrians, so-called
Active Travel, starting
to have the same status
in traffic flows as motor
driven vehicles. This de-
velopment has intensified
during the ongoing pan-
demic and major invest-
ments are being made in
solutions for bicycle traf-
fic and pedestrians in ma-
jor cities in Europe”, said
Jonas Svensson, CEO,
Tagmaster.

The system 1is easy
to implement as the de-

tectors are mounted to
existing street furniture
with no in-ground sen-
sors required, and it can
be used for both tempo-
rary measurements and
permanent for long-term
measurements.

The system allows re-
sponsible traffic authority
to measure both the di-
rection and frequency of
bicycle traffic and pedes-
trians. The Cityradar unit
can be powered by mains,
solar or battery supply. It
is equipped with a 4G
modem for remote data
collection and Bluetooth
for localised wireless con-
figuration and data col-
lection via an app.
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Safetrust, a pioneer
in virtual credential solu-
tions, introduces the
SABRE MODULE, a
30-second plug-in up-
grade that adds DES-
Fire EV3 and remote
management capabil-
ities to installed HID
iCLASS readers. The
module simplifies the
transition from legacy
prox, 1CLASS or SEOS
credentials to DESFire
EV3 and supports Wi-Fi
which allows customers
to remotely manage and
configure their readers,
eliminating the need for

onsite visits.

The fast, plug-and-
play solution requires
no rewiring and allows
organisations to extend
the ROI of their existing
infrastructure with their
installed readers, it’s the
end of rip-and-replace.
“Safetrust  technology
extends the wuseful life
of access control infra-
structures and provides
a transition path away
from expensive and pro-
prictary  vendor card
products to interoper-
able industry standards
such as DESFire EV3,
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aatelrust introduces SABRE MODULE o upgrade HID s ID IGAM M300 biometric reader compatile with
IGLADS® Readers WI||I M|H\|IE® DESkir® EV3 Security  Mozaici Smartcard software eredential application

Global Platform and
OSDP SC.” said Jason
Hart, CEO of Safetrust.

“With support for
Bring Your Own Key
(BYOK), a customer can
choose the card manu-
facturers that best suit
their design needs and
pricing.”  Over-the-air
(OTA) wupdates enable
future features to be de-
livered seamlessly from
a central management
portal. This includes fu-
ture product features,
software patches and any
evolution of new card
specifications.

New non-contact access control
and attendance Solution

The iT100 Iristime,
is  Aditech’s newest
non-contact  biometric
offering that features
both iris and facial rec-
ognition technology.
Automatic  recognition
of iris and/or face is pos-
sible and a large capture
volume allows for in-
creased flexibility, speed

and convenience.

Iristime  offers en-
hanced security through
Secure Boot and an open
Android Platform pro-
vides an opportunity for
third party application

development. The Adi-
tech Iristime time and

attendance also uses an
iris/face fusion feature
which means the system
can be operated in iris
only / face only / and,
or, fusion mode. Op-
tions can be selected and
used depending on the
requirements for the spe-
cific biometric security

environment.
Simultaneous bio-
metric  capture  auto-

matically captures dual
iris and face at the same
distance, and a proven

set of anti-spoof counter
measures are also includ-

ed.

The solution offers
non-contact authen-
tication as the system
automatically  captures
faces and iris natural-
ly at a distance of up to
24 inches or 60 cm. The
7inch multi touch dis-
play offers easy on device
setting and user enroll-
ment via a self-guidance
feature with live images
on the multi touch LCD
screen.
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Iris ID, a ploneermg
provider of iris recog-
nition technology, an-
nounced the compatibil-
ity of its iCAM M300
handheld, multi-modal
biometric reader and the
MozaicID iCAM M300
smartcard software cre-
dential application.

This application en-
ables the mobile device
to accommodate a range
of Personal Identity Ver-
ification (PIV) compat-
ible credentials includ-
ing PIV Interoperable
(PIV-I) and the Trans-
portation Worker Iden-
tification Credentials
(TWIC), a smartcard

used by workers requir-
ing access to secure areas
of U.S. maritime facili-
ties and vessels.

The MozaicID app
uses the iICAM M300’s
detachable FBI-certi-
fied Sherlock fingerprint
sensor from Integrated
Biometrics to authen-
ticate workers’ identi-
ties by comparing a live
fingerprint to a stored
template embedded in
the credential. The ap-
plication will also check
the trust status of the
presented credential.
The iCAM M300 also
enables mobile enrol-
ment of workers with its
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embedded camera simul-
taneously capturing both
iris and facial modes for
contactless identity au-
thentication.

dOR-Ray faunches AKIS-GXI cabingt X-ray Screening
SYSUe {0 {dentfy the nature of the materials Scanned

3DX-RAY

\

J

In a world (first,
3DX-Ray launches the
AXIS™-CXi, a cabi-
net-based X-ray screen-
ing system that uti-
lises the same colour
differentiating image
technology used in air-
port baggage screen-
ing. The AXIS™-CXi is
a huge step forward in
mailroom scanning, as
colour differentiated im-
ages enable operators to
determine not just the
shape but, the nature
of the materials being
scanned. Orange shows
organics, such as; ex-
plosives, chemicals and
drugs, as well as more

™
—

innocent items such as
foodstuffs. Blue shows
metals, such as; guns,
knives, and potential
IED components.

Green shows in-
organic materials like
those used in homemade
explosives. Grey scale is
used for recognition of
shapes and the form of
objects. This allows the
operator, with very lit-
tle training, to analyse
items more accurately,

quickly and easily.

This is a step change
from the existing cabinet
mail screening manufac-
turers who have relied

on pseudo colourisation
of images and powder
detection algorithms to
indicate to operators the
potential of a threat —
these tools do not have
any independent stan-
dard

assessment unlike the

accreditation or

materials discrimination
3DX-Ray has

duced which is assessed

intro-

according to the trans-
port and aviation sector

standards.

A further major in-
novation is in the design
itself. The AXIS™-CXi
has an extra-large in-
spection chamber,
whilst maintaining a
small footprint. So, not
only can it scan mail and
parcels, but it can also
scan bags up to and in-
cluding aircraft cabin

bags.

The system is mobile
and aesthetically sympa-
thetic, meaning that it
can be used in corporate
entrances and hotel lob-
bies in times of raised
With us-

er-friendly touch screen

threat levels.

controls, unrivalled im-
age resolution and im-
age processing software,
AXIS™-CXi 1s a unique
product with unmatched

functionality and utility.
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Hikvision has
launched a 4G Solar
Panel Kit for standalone
security sites in the UK
& Ireland. The company
believes this will “revo-
lutionise the protection
of remote assets in hard
to reach places” by pro-
viding a security camera
that runs on solar power.

The kit (DS-
2XS6A25G0-1/
CH20S840) includes a
4G camera, a solar panel,
a battery, and a bracket,
and can provide one-
stop monitoring in re-
mote environments. This
means providers can de-
liver connected security
to scenarios such as ag-
riculture, animal and for-
est observation, as well
as temporary monitoring
of construction sites.

Hikvision says it has
received numerous re-
quests from rural com-
munities and  places
where power and cabling
aren’t practical, while
installers are regularly
seeking temporary mo-

‘WT

bile solutions for short/
medium term projects.
The issue of having no
power or network is no
longer a problem, ex-
plains the company, with
the kit providing power
to the camera through
the solar panel and con-
nectivity through 4G. It
sends data to a commu-
nication station and then
on to the security mon-
itoring centre, where it
can be managed using
HikCentral Profession-
al or the Hik-Connect
app. Both monitoring
and management activi-
ties, like viewing footage
live, can be done remote-
ly over the 4G network,
which is considered to
have more than capable
bandwidth capacity for
video delivery. Hikvision
does recommend that all
customers check with
their providers on the
network strength and
speed before purchase.

Its lightweight design
is said to be easy for one
person to install, while
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Hikvision launches 4G solar kit
for remote security

the IP67 rating provides
protection against most
adverse weather condi-
tions, and it also sur-
vives well against strong
winds often experienced
in remote areas. The kit
demonstrates long en-
durance, detecting power
levels and automatically
adjusting to power-sav-
ing mode when they
are low. This means it
can work continuously
for up to seven days in
cloudy and rainy weather
when fully charged.

Hikvision  believes
that solar is now a gen-
uinely practical solution,
with technology having
advanced  significantly
in recent years. For in-
stance, it is said to take
around 18 hours of sun-
light to charge the cells
from 0-100%, while a
tully charged battery en-
ables the system to run
continuously for seven
days in overcast condi-
tions.

Advanced NVRs offer accurate Al
meta-data search

fea-

Three  new
ture-rich NVRs from
Hanwha Techwin which
ofter up to 400Mbps
network camera record-
ing, are able to read Al
metadata, enabling op-
erators to quickly and
accurately search video
for objects and attri-
butes associated with

them. Introduced at
the same time as the 64
channel XRN-6410B4
and sharing the same
features, the Wisenet
XRN-3210B4 has 32
channels, whilst the 64
channel XRN-6410DB4
NVR is also equipped
with a dual switched-
mode power supply

(SMPS), to ensure con-
tinuity of recording for
mission critical applica-
tions.

The 3 NVRs are
compatible  with all
Wisenet Al cameras

which have license-free
deep learning Al video
analytics onboard. The
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analytics simultaneous-
ly detects and classifies
various object types, in-
cluding people, vehicles,
faces and license plates,
and is supported by
Wisenet Al algorithms.
Unique to Hanwha
Techwin, these identify
the attributes of objects
or people, such as age
group, gender or colour
of the clothing a person
1s wearing.

The attributes are
saved as metadata on
the NVRs alongside the
images captured by the
cameras, enabling users
to quickly search for spe-
cific objects or incidents.
The algorithms are even
able to recognise if a
person is wearing glass-
es or holding a bag.

Together, the NVRs
and Al cameras offer a
high degree of detection
accuracy, whilst mini-
mising false alarms. As
such, they provide con-
trol room operators and
security personnel with
a powerful tool to iden-
tify and respond quickly
to any suspicious activi-
ty. They also offer busi-

nesses, and in particular

the retail sector, with
the opportunity to cap-
ture and analyse busi-
ness intelligence, which
will enable them to re-
view customer demo-
graphics, gain a greater
understanding of cus-
tomer behaviour and
improve the customer
experience. In this re-
spect, because Al can
handle extremely busy
and dynamic scenes, it is
much more suitable for
retail environments than
traditional video analyt-
ics.

In addition to H.265,
H.264 and MJPEG,
the new NVRs support
WiseStream II, a com-
plementary ~ compres-
sion technology, unique
to Hanwha Techwin,
which dynamically con-
trols encoding, balanc-
ing quality and com-
pression, according to
movement in the image.
When WiseStream 11 is
combined with H.265
compression, bandwidth
efficiency is improved by
up to 75% compared to
current H.264 technol-

ogy.

Installation time 1is
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minimised with the abil-
ity for engineers to re-
motely connect to the
NVRs via a smartphone
or tablet without hav-
ing to set up a complex
network, by using P2P
and unique QR prod-
uct codes. In addition,
the NVRs can be easily
and quickly configured
to match an end-user’s
requirements  via an
updated Wisenet user
interface, and with the
help of a new installa-
tion Wizard.

If communication
between one of the
NVRs and a Wisenet
camera equipped with
an SD card is disrupt-
ed, Automatic Recovery
Back-up (ARB) will fa-
cilitate the transfer and
seamless storage of the
images stored on the SD
card when the network
connection is restored.
This provides continuity
of recording and negates
the risk of what could be
valuable video evidence
being lost.

New facial expression technology
for human behaviour analysis

Herta is launching
the company’s new vid-

eo analysis solution,
Bioobserver, a sophis-
ticated software aimed
at marking a significant
change in the study of
human behaviour and
facial expression analy-
sis.

Based on advanced
artificial intelligence
techniques, Bioobserv-
er automatically detects
and annotates a person’s
facial expressions and
micro-expressions,  as
well as the direction of
the gaze and head orien-
tation, in order to mon-
itor behavioural metrics
such as affective states

or the individual’s level
of attention.

The platform also
allows for the config-
uration of automatic
rules and annotations
of events to extract key
frames of the video that
are considered of inter-
est.

With Bioobserver
subtle micro-expressions
such as “frowning”,
“blinking” or “raising
eyebrows”can be detect-
ed. The tool offers the
possibility to work at a
very low level. Then, the
combination of some
micro-expressions may
torm a higher-level pro-

totypic facial emotion
(such as joy, anger, sad-
ness, fear, surprise...)
which can be configured
in the software as well.

This new solution has
been co-created together
with key end-customers
from the law enforce-
ment sector, resulting
in a user-friendly, in-
tuitive and time-saving
tool that any interviewer
would love. The solu-
tion is being offered as
an SaaS model and will
allow the customer the
opportunity to process
hours of video, extreme-
ly fast and at a favour-
able price point.
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Androlideo releases a security camera that follows
D354 Technology Stack for vidgo Security deviees

The

Open  Securi-
ty & Safety Alliance
(OSSA) has announced
that AndroVideo has
released its first security
camera that follows OS-
SA’s Technology Stack.
OSSA drives an open
platform principle and
philosophy to open up
the security and safety
marketplace to fuel inno-
vation beyond the limits
of a single organisation.
Supporting the securi-
ty industry’s emerging
open ecosystem, the
new Smart Edge Cam-
era from AndroVideo is
available now and bears
the ‘Driven by OSSA’
seal.

This mark indicates
the product follows the
OSSA Technology Stack
for video security devic-
es that prescribes the use
of a common operating
systems (OS), with the
first two OSSA Specifi-
cations being:

OSSA  Application
Interface Specification

OSSA Compliant
Camera Definition Spec-
ification

The seal also ensures
seamless connectivity
within the newly estab-
lished digital market-
place operated by Se-
curity & Safety Things
— also an OSSA member
organisation. This single
marketplace is a cen-
tral hub that provides
tools and information
to enable third-par-
ty app development.
System integrators can
then use the infrastruc-
ture to purchase, install
and manage the apps on
‘Driven by OSSA’ cam-
era devices. This con-
solidated approach is a
core component of the
Alliance’s vision to steer
open standards.

AndroVideo is a de-

veloper and manufactur-

er of smart edge camer-
as that offer impressive
technological advance-
ments. The AndroVideo
Edge

runs the operating sys-

Smart Camera
tem provided by Securi-
ty & Safety Things and
seamlessly connects to
their recently announced
digital marketplace.

AndroVideo  takes
security up a notch with
its competitive edge
computing capabilities.
The MD2, EBL2 and
VD2 in dome, bullet
and vandal dome form
factors incorporate var-
technical

ious robust

features. Engineered
with expertise in image
quality tuning, the new
product line provides
market players with a
highly optimised, appli-
cation-ready  platform
for rapid AloT develop-

ment.

ojnology launches DVA3221 Deep Learning VR
for on-premises video surveillance and analytics

Synology Inc.
launches the next Deep
Learning NVR, the
DVA3221, for advanced
on-premises video sur-
veillance and analytics.
Using  GPU-accelerat-
ed deep learning algo-
rithms, DVA3221 can
generate real-time in-
sights that enable secu-
rity personnel to take
action immediately.

Facial  recognition,
people counting, vehicle
detection, and addition-
al video analysis capabil-
ities enable the users to
deploy a more intelli-
gent solution for a safer
environment.

DVA3221 combines
Synology’s expertise in
data storage and man-

agement with powerful
VMS solution, Surveil-
lance Station. Support
for over 7,600 cameras,
ONVIF compatibility,
and integration with
I/O modules and speak-
ers mean that one is not
tied down to a specific
brand or platform. With
all analytics stored and
processed on-prem, the
solution can be entirely
standalone, with no in-
ternet connectivity re-
quired unless setting up
cloud or off-site back-
ups.

Surveillance  Station
is  platform-agnostic,
supporting playback and
management  through
mainstream  browsers,

through the Windows

and Mac clients, and

mobile apps.

* Deep-learning pow-
ered video analytics
for facial recognition,
people and vehicle
detection, people
counting, and more.

* Supports up to 32
camera feeds, with
six real-time video
analytics tasks.

e Search intelligent-
ly through existing
footage by filters

such as motion detec-
tion, missing items,
no-idle zones, and
more.

* Store large amounts
of footage with four
internal 3.5” bays,
expandable up to
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e Easily archive and
backup footage to a
remote  destination

for safekeeping.

* Complete data own-
ership and perpetual
licences. All video
processed on-prem-
ises, with optional
internet  connectiv-
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ity needed only for
remote backups and
viewing. No sub-
scriptions are need-

ed.

[amron announces ihe expansion of NFLTEM fced focal fens
SBPIESfOP Maching vsion compatle wih 1/1.1" Imagers
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Tamron Co., Ltd., a
renowned  manufactur-
er of optics for diverse
applications,  currently
offers an array of glob-
ally renowned ©29mm
compact-size  fixed-fo-
cal lenses, M117EM se-
ries, compatible with
1/1.7” imagers and full
6-mega  pixel resolu-
tion, for machine vision
applications. Five new
models, M117EM12
/ M117EM16 /
MI117FM25 /
M117FM35 /
MI117FM50, will be re-
leased to support the
growing needs of appli-
cations.

Mega-pixel cameras
used for machine vision
applications  including
production  equipment,
print  circuit  board
mounting  equipment,
various test equipment,

_TRMRBON
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and various machine
tools, are migrating to-
ward higher resolution.
Tamron currently offers a
variety of mega-pixel ma-
chine vision lenses with
30 different models com-
patible with 1.17, 1/1.2”,
2/3”, 1/1.7” and 1/1.8”
imagers.

Currently, rapid
growth is expected in the
use of machine-vision
lenses compatible with
1/1.7” and 1/1.8” imag-
ers of 6-megapixel reso-
lution. To meet the need,
Tamron’s M117EM se-
ries is added with five
new models. The new
MI117FEM portfolio,
in addition to the two
models currently avail-
able (wide-angle 1/1.7”
6mm F/2.4 (Model:
MI117EMO06) and 1/1.7”
8mm F/24 (Model:
MI117EMO08)), offers a

total of seven models to
meet the requirements of
a wide range of field of
view in machine vision
applications.

The expanded lineup
of compact-size M117FM
models, with an outer di-
ameter of @29mm, offers
an optimum selection
for all machine vision
applications, and assures
compact size, high-res-
olution,  high-contrast
imaging for all shooting
distances including up-
close distances. Tamron
develops popular and af-
tfordable high-resolution
fixed focal lenses that ad-
dress customers’ critical
requirements and needs
in all machine vision ap-
plications and pursues
optical performance that
assures distinguished fi-
delity in all image details
with excellent user utility.
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NLOGIG unveils VIGIL suite of video hAii il oL
WITH YOUR PERIMETER

solutions in the EMER region

3xLOGIC, the glob-
ally renowned provid-
er of server and cloud-
based technology, has
announced the launch of
its VIGIL suite of video
solutions, across the UK,
Europe, Middle East and
Africa (EMEA) regions.

The ecosystem, com-
prising software and
hardware components,
such as cameras, record-
ers, thermal imagers,
people counters, and ac-
cessories, 1s designed to
provide a scalable securi-
ty solution that’s tailored
to every business need.
Business executives have
increasing amounts of
data available to analyse,
with the total amount
of data in the world es-
timated to be 59 zetta-

bytes. The 3xLOGIC
ecosystem taps into this,
by capturing and ana-
lysing these ‘big data’
elements and combining
disparate data sets.

The VIGIL suite of
video  solutions help
business executives to
optimise their opera-
tions, find efficiencies,
secure their buildings
and assets, and solve
problems they never
knew they had in the first
place. The video suite
additionally  integrates
with security systems,
Point of Sale systems,
alarm management plat-
forms, and cloud-based
management systems to
make security manage-
ment ecasier and more
efficient.

) 1 1‘
Bill Hobbs, Vice
President of Global Sales
at 3xLOGIC stated, “For
over 15 years, 3xLOGIC
has been proud to be at
the forefront of server
and cloud-based technol-
ogy. The launch of the
VIGIL video suite is the
next step, helping busi-
ness executives make da-
ta-driven, informed deci-
sions across their supply
chains, their sites, their

buildings, and people.”

He adds, “With VIG-
IL, business executives
don’t just get a single
security system, access
control, or video man-
agement system, they
get an ecosystem that’s
bespoke to their needs
and goals.”

New thermal cameras measure hody

{emperature

Panasonic I-Pro Sens-

ing Solutions Corpo-
ration of America has
released a new thermal
camera solution aimed
at helping organisations
maintain the health and
safety of those entering
their facilities. This solu-
tion combines Mobotix
M16/S16 cameras with
the functionality of a new
plug-in from Panasonic
I-Pro’s Video Insight vid-

€0 management systems
(VMS) to automatically
detect when an individu-
al’s body temperature ex-
ceeds a pre-set threshold
and provides an alert to
the appropriate person-
nel.

Panasonic I-Pro’s
Video Insight VMS plug-
in and Mobotix thermal
cameras combined func-
tionality trigger an alarm

when a user-defined, pre-
set temperature threshold
is detected. The solution
can define multiple areas
of interest to set up tem-
perature readings and can
be set up in either Cel-
sius or Fahrenheit. The
system also allows you
to edit the temperature
threshold and review the
detailed thermal readings
at any time.
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Electric Fencing Products
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BUNGALOWS, FARM HOUSES CAMPUSES,
PRISONS, GOVERNMENT & MILITARY SITES,
CRITICAL INFRASTRUCTURE FACILITIES...

/ aniacrs
PROTECTION SYSTEMS
Technology on Guard

@

Systems.

APPLICATIONS:

e They provide a higher level of detection
capability to detect an intrusion attempt
and set off the alarm which is then
transmitted to the security personnel,
police or the CMS.

e They are installed easily on existing
walls or fences, or as a free standing
secure energy perimeter fence,
forming your first line of defence.

e The wires of a free standing secure
energy fence serve as a barrier,
alleviating the need to erect another
conventional fence or wall, reducing cost.

e Safe, complies with International IEC
Standard 60335-2-76

|I; ¢ Fences can be remote controlled and
it integrated with other systems such as,
E Perimeter Lighting, CCTV, and Alarm

¢ They reduce cost of security personnel.

B !
o e They last for years and have low
L maintenance cost.
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DETER, DETECT & DELAY INTRUDERS.
BEING FOREWARNED IS BEING FOREARMED!

ECONOMICAL. RELIABLE. EFFECTIVE.

Email us today
for more information:

info@kawach.com

IDS launches uEye NLE camera family
with USBJ interface

Particularly afford-
able, particularly com-
pact and particularly
powerful when the es-
sentials matter: the new
uEye XLE camera fam-
ily from IDS has been
specially developed
tor high-volume and
price-sensitive projects.

The industrial cam-
eras can be easily inte-
grated into any machine
vision system. Custom-
ers can choose between
single-board ~ cameras
with or without C-/
CS-mount or S-mount
as well as variants with
coated plastic housing.

The first models will
be equipped with the

5 MP
sensor ON Semicon-
ductor AR0521. There
are almost no limits to
the possible applica-
tions of the new camera
family. The cameras also
show their strengths in
classic industrial appli-
cations such as surface
inspection. The mod-
els fit into the smallest
of spaces, for example
as embedded vision
solutions.The price-op-
timised design makes
the cameras particular-
ly interesting for ap-
plications where costs
are the main concern.
Therefore, the company
also offers a large num-
ber of inexpensive lens-

light-sensitive

es for the cameras.

All uEye XLE mod-
els feature a USB3 inter-
face (SuperSpeed USB,
5 Gpbs) and are 100
percent GenICam-com-
pliant. The cameras can
be used with any soft-
ware that supports the
USB3 Vision Standard.
For an optimal user ex-
perience, the company
recommends the use
of IDS peak. The free
SDK includes all neces-
sary components from
source code samples to
transport layer, so that
customers can start de-
veloping their own ap-
plications right away.
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Vidclav Havel Air-
port Prague (PRG),
with its prime location
in the Centre of Europe,
is the largest and most
important international
airport in the Czech Re-
public. Prague Airport
handled 17.8 million
passengers in 2019 and
received the Airport
Service Quality Award
2019 awarded by ACI1
for the second time in a
row. At Prague Airport,
there are different types
of areas restricted to au-
thorised personnel.

These are governed
by an access control sys-
tem fitted with approx-
imately 1,000 readers
and over 1,500 secured
points (doors, locks,
etc.). Mifare Desfire
cards are predominantly
in use for the time be-
ing. Among these, Se-
curity Restricted Areas
(SRAs) are the highest
security areas, with 60
access points of high
importance.

Due to the critical
nature of those areas,
Prague Airport needed
a very high level of se-
curity, and decided to
implement a biometric
solution, as the card
itself (including with
the use of a PIN code),
would not be deemed as
secure enough. The bio-
metric system had to be
able to cope with over
20,000 individuals,

with the capability to
increase to up to 30,000
users in the future.

Prague Airport de-
cided to keep the ex-
isting access cards but
to add a biometric ver-
ification level for the
SRAs. This means that
the biometric solution
would have to be used
in combination with the
existing cards through a
two-step process. In or-
der to avoid any phys-
ical contact with the
devices, for user conve-
nience as well as for hy-
gienic considerations, it
was decided to deploy
a contactless biometric
technology.

Prague Airport test-

ed two technologies
capable of connecting
to 1its access control
system, among which
IDEMIA’s Morpho-
Wave Compact con-
tactless fingerprint

terminal. After a thor-
ough testing period,
the choice was to go for
IDEMIA’s technology
for a number of reasons
including: great user
experience with an easy
and quick hand gesture,
as well as a strict GDPR
compliance with users’

biometric information
stored only in their
cards.

Prague Airport de-
ployed more than 60
MorphoWave Compact
in its SRAs. The readers

CASE STUDIES

0EAIA provide frctonless diometric aceess contrl for
Vi Hove Airport Prague Staf it MorphoMave Gompae

were installed at exist-
ing control points and
are fully integrated into
the airport access con-
trol system. More than
20,000 users now have
their biometric data in
their access cards and
the system is fully oper-
ational.

IDEMIA’s seamless
biometric  technology
helps address health
and safety issues. Em-
ployees appreciate the
user experience provid-
ed by the solution de-
ployed: it is easy to tap
the access card onto the
embedded card reader
situated at the top of
the reader and then to
just wave the hand in a
quick simple movement
to get 4 fingerprints
verified in less than 1
without the
need to touch any part
of the device.

second,

Airports is a key ver-
tical among the many
different ones served by
IDEMIA. The biomet-
ric devices are used by
35+ of them through-
out the world for staff
access control, as here
in Prague. The compa-
ny’s biometric solutions
are also used for bor-
der control and passen-
ger flow facilitation, in
more than 30 different
airports.

Dafua Technologys video Surveiliance Solution
enployed at Gedr Factory to Improve Security level

With a history of over
20 years, the Cedr facto-
ry is one of the leading
manufacturers of wood-

en doors, kitchen cab-
inets and other wood
products in Russia. To-

day, it has a few of its

own modern and auto-
mated plants with a wide
range of products and

innovative  production
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approaches. For such a
modern wood factory,
safety is of paramount
concern. Advanced vid-
eo surveillance systems
need to be introduced in
the internal and external
areas of the factory.

Due to the extremely
high risk of fire in a wood
factory, the customer
has high demands for
a smart system to keep
sufficient video backup
as evidence. Specifically,
the system needs to be
capable of storing up to
30 days of videos, with
copies stored on a sepa-
rate network at the same
time so that the videos
can be safely saved under
different network condi-
tions.

A total of 400 IP
cameras from Dahua
Technology were in-
stalled inside of the
factory  for  general
monitoring,  including
DH-IPC-HFW1230SP,
DH-IPC-HDPW -
1231FP-AS and DH-
IPC-HFW2231TDP-ZS.
In this chain factory,
DH-IPC-HFW1230SP
was used to monitor
machine operation,
and DH-IPC-HDPW-
1231FP-AS was used to
monitor corridors. These
two types of cost-eftec-
tive Mini-Bullet Network
Camera feature 2MP res-
olution with a motorised

2.8mm/3.6mm fixed
lens.
With IR illumina-

tion, detailed images can
be captured under low
light conditions or total
darkness. The cameras’
Smart IR technology ad-

- i n..ﬂ A
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justs the intensity of the
camera’s infrared LEDs

to compensate for the
distance of an object.
Smart IR technology
prevents IR LEDs from
whitening out images as
they come closer to the
camera.

In order to ensure
the safety of staff and
vehicles in the factory
vicinity, DH-IPC-HEF-
W2231TP-ZS was in-
stalled outside the fac-
tory to monitor large
and open scenes. This
IR Megapixel Vari-focal
Camera features 2MP
resolution with a 2.7mm
~ 13.5mm vari-focal
lens, meeting monitor-
ing needs of different
distances.

For challenging
ultra-low  light envi-
ronments, IPC-HF-
W2231TP-ZS powered
by Dahua’s Starlight
Technology offers ex-
cellent light sensitivity,
capturing color details
in low light conditions
down to 0.006lux. The
camera uses a set of op-
tical features to balance
light throughout the
scene, resulting in clear
images in dark environ-
ments.

In addition, these
cameras allow =*=25%
input voltage tolerance,
suitable for the most
unstable conditions in
outdoor  applications.
Its 2KV lightning rating
provides effective pro-
tection against lightning
for both the camera and
its structure. Certified
and subjected to rigor-
ous dust and immersion
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tests (IP67), these cam-
eras are ideal choices for
installation even in the
most unforgiving envi-
ronments.

In order to help the
customer improve the
security of video storage,
three types of Dahua 4K
H.265 Network Video
Recorders - adopting
powerful processors with
up to 4K resolution for
preview and playback —
are used in the factory
to store 10-day videos,
which can provide criti-
cal details for identifica-
tion.

On the other hand,
a 48-HDD Enterprise
Video Storage is used to
separately store 30-day
videos at the headquar-
ters in case the factory
area videos are dam-
aged. It supports 512
channels of IP camera
inputs and 1024Mbps
incoming/recording
bandwidth, offering an
unparalleled storage per-
formance. Moreover,
DHI-DSS4004 was se-
lected as the central serv-
er, through which all
videos are integrated in
one system for a unified
operation and manage-
ment in the headquar-
ters’ control room.

The vast factory vicin-
ity is now equipped with
Dahua video surveillance
system, enabling all secu-
rity checkpoints to mon-
itor the factory in real
time. At the same time,
the massive video stor-
age and backup allows
the administrator to re-
view emergency situa-
tions if necessary.

Dalimeier deploys Panomera multifocal-
Sensor system to secure Gazprom Arena

Since its completion
in 2017, the Gazprom
Arena has served as the
home ground stadium
for the Russian football
club Zenit St. Peters-
burg. And as one of the
host stadiums for the
2018 FIFA World Cup
and the 2021 Euro Foot-
ball Championship, the
Gazprom Arena must
also satisty the strict se-
curity regulations  of
FIFA, UEFA and ESS-

MA. When selecting the
video security system,
the managers responsible
at Zenit therefore opted
for a solution from the
German  manufacturer
Dallmeier.

With its patented Pa-
nomera multifocal-sen-
sor system, Dallmeier
guarantees the security
of many stadiums all over
the world. The objective
was providing cover-

age with video security
technology for the entire
area surrounding the sta-
dium, the entrance gate
approaches, the rooms
below grand stands, and
the grandstands them-
selves in one of the larg-
est video security proj-
ects ever undertaken in a
football stadium.

Under enormous time
pressure, a high-perfor-
mance system had to
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be implemented in the
stadium with a capacity
of 60,000 fans and yet
had to remain adaptable
and flexible in response
to changing custom-
er wishes as the project
progressed. One require-
ment which from time
to time presented the
greatest challenge was
capturing all areas of all
the grandstands all of the
time, so that unequivocal
identification of offend-
ers could be assured in
all circumstances.

In order to achieve
this, the Russian Inte-
rior Ministry stipulated
two key requirements
for the video security
system: Firstly, it must
capture the entire grand
stand area with a “mini-
mum resolution density”
of 250 pixels per metre
(px/m). This also cor-
responds to the perfor-
mance criterion defined
in the globally valid stan-
dard DIN EN 62676-4
for video security sys-
tems for purposes of en-
abling identification of
an unknown person.

And secondly, the im-
age frequency must not
fall below a frame rate
of 25 frames per second
(fps). Because it is typ-
ically only the combi-
nation of the specified
minimum resolution
density and a fluid rep-
resentation of events that
can ensure incontestable
evidence that is usable in
a court of law.

In order to meet these
stringent requirements,
the security managers
invited a number of
vendors to present their
solutions in advance at
Zenit’s former home
ground - the Petrovsky
Stadium - to enable them
to choose the right solu-
tion for the Gazprom
Arena. A Dallmeier vid-
eo security system has
already been operating
in the Petrovsky Stadi-
um since 2012, and after
a thorough evaluation of
all the solutions, the op-
erators decided to install
a stadium solution from
Dallmeier in the Gaz-
prom Arena as well.

Because

compared
with conventional cam-

era technologies such
as megapixel or PTZ
cameras for example,
the patented Panomera
multifocal-sensor  sys-
tem from Dallmeier can
guarantee coverage of
even the largest expanses
with the stipulated min-
imum resolution density
and frame rate. And Pa-
nomera systems continu-
ously capture everything
that is happening in full
resolution and allow
high-resolution  zooms
- both live and in the
recording and by sever-
al operators at the same
time.

This enables stadi-
um operators to track
and reconstruct relevant
occurrences in  detail
both live and after the
fact. Besides the tech-
nical superiority of the
Panomera  technology,
another decisive advan-
tage of the Dallmeier
stadium solution was the
innovative 3D planning
approach, with which a
digital reproduction of
the Gazprom Arena was
created.

This makes it very
casy to fulfil the require-
ment according to which
at least 250 px/m must
be assured literally “in
every last corner”: colour
coding in the 3D simu-
lation makes it possible
to see exactly where the
value has been reached
and where a correction
should be made, perhaps
by setting up in a anoth-
er position or using a dif-
ferent camera model.

A further major ad-
vantage of this planning
approach is the extreme
efficiency of the solu-
tion: For example, Zenit
St. Petersburg is able to
provide security on the
terraces throughout the
Gazprom Arena with
way less than 100 Pa-
nomera camera systems,
covering all areas with at
least 250 px/m and 25
tps. An alternative solu-
tion would have required
a substantial four-figure
number of conventional
single-sensor cameras.

CASE STUDIES
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Apart  from
mously high infrastruc-
ture costs (masts, cables,
etc.) this would also have
generated a practically
unmanageable deluge of
images for the video sys-
tem operators. Another
benefit of Dallmeier’s 3D
planning programme is
the automatic generation
of “CamCards” -
configuration documents
for every single camera.
Armed with this infor-
mation, installers on site
know exactly which cam-
era must be mounted
where, how high and at
what angle.

¢nor-

exact

The big advantage
besides the
amount of time saved
consists in the planning
reliability: It can be pre-
dicted with great accura-
cy how much labour the
installation of the total
solution entails, because
this approach minimises
uncertainty factors.

immense

Thanks to Dallmeier’s
unwavering  assistance
throughout the project,
testing by the state tech-
nical personnel in Russia
was also successful in
the subsequent project
phases, with the result
that the stadium opera-
tors were able to begin
operating the video se-
curity system after final
project commissioning
in good time for the
2018 FIFA World Cup.

Recently, over 1,000
single-sensor ~ cameras
have been installed in the
Gazprom Arena in ad-
dition to the Panomera
systems - these safeguard
the remaining areas of
the stadium. Due to the
large number of camer-
as, the total storage ca-
pacity for the video se-
curity system amounts to
more than six petabytes
(equivalent to about
6,000 TB).

High-performance
recording appliances
from Dallmeier are used
to process this informa-
tion.
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FROM WHEREVER YOU ARE

Addressable Intrusion Alarms with Easy BUS (Single Cable) Wiring

. JABLOTRON

 Panic & duress modes

* Integrate with CCTV cameras

* Programmable outputs for lights & other automation

e 70 independent calendars to schedule automatic events
* Remote control the system via web/mobile app/call/sms
e Detailed reports pinpointing the individual device

e Door lock control with RFID card

o User friendly keypads with control segments

-

)
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CREATING ALARMS

-

 Emergency alarm alerts to the user & authorities

* 24/7 burglary, fire, flood, & CO protection

» Notifications with 3 layers of backup via integrated GSM/GPRS/LAN
o SMS & voice reports from the system to up to 15 users

JA-100+

APPLICATIONS:
HOMES, OFFICES,
BANKS, FACTORIES,
BOARD ROOMS,
LABS, R&D CENTRES,
SHOPS...

u
Cli
-
PROTECTION SYSTEMS
Technology on Guard

Email us today
for more information:

info@kawach.com

Mayflex installs Hikvision thermal elevated
lﬂllllll!l‘illlﬂ Sﬂl‘l}ﬂllill!] for GOVID-19

-

Mayflex, the distrib-
utor of Converged IP
Solutions, has installed
Thermal Elevated Tem-
perature Screening Solu-
tions from Hikvision to
improve the health and
safety of their employees
and visitors during the

COVID-19 pandemic.

The system works by
automatically  checking
the forehead skin tem-
perature in real time as
employees pass by, main-
taining a 2m gap in ac-
cordance with UK Gov-
ernment social distancing
advice. If a person is over
a normal temperature
threshold, an audible
and visual alarm is given
and they will be asked
to verify their body tem-

perature using a medical
thermometer. If in the
future face masks become
mandatory, the system
can also verify if a visitor
or employee is wearing a
mask.

James Vian, Techni-
cal and Training Man-
ager said “The tempera-
ture screening solution
has been installed in our
main reception as well as
the warehouse entrances
at both the Head Office
and our Environ House
warchouse. The system
includes the Hikvision
Thermographic Bul-
let and Turret Cameras
with the addition of the
Hikvision Blackbody
Calibrator that increases
the accuracy of the read-

ings f-rom +0.50C to
+0.30C.”

Andy Cooper, Supply
Chain Director at May-
flex said “It’s a non-con-
tact means of quickly and
consistently  measuring
the skin temperature of a
person’s forehead, whilst
maintaining social dis-
tancing in line with cur-
rent Government guide-
lines. In doing so, we can
reduce the likelihood of
someone with an elevat-
ed temperature coming
into contact with other
building occupants. This
also reduces the possibili-
ty of losing an entire shift
for 14 days, ensuring that
we can deliver on our
customers’ needs even in
these challenging times.”
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Security is the big-
gest concern for military
facilities. Modern mili-
tary facilities face a wide
variety of risks, from cy-
ber attacks to data theft
to terrorist attacks. The
Corpus Christi  Naval
Air Station in Corpus
Christi, Texas for ex-
ample, dealt with three
separate attempted in-
trusions in a year and
a half. In one incident,
a man driving a stolen
SUV entered the base
and attempted to exit
through a separate en-
trance, but crashed his
car and was then shot by
security personnel.

In another incident,
just eight months later,
the base went on lock-
down again before an
armed man was taken
into custody. Then, in
the third incident, seven
months later, there was
a third attempt to break
into the base, this time
by a man with known
ties to terrorist groups.

The man fired at the
security guard at an en-
trance gate and struck
her  bulletproof  vest
before she raised the
barrier to prevent the
attacker from getting in-
side the base. The base’s
security did a good job
of preventing any se-
rious damage during
these attacks, but with
the frequency of these
incidents, more modern
security may be needed
to ensure that the next
attack doesn’t end in ca-
tastrophe.

Modern times call
for modern security
solutions, and Helios
by UVeye is the perfect
option to protect sensi-
tive facilities. Helios is
safer, improves security,
makes security officers’
jobs easier, works in ex-
treme conditions, and
can even identify vehi-
cle passengers with high
body temperatures to
help prevent the spread
of COVID-19. Helios
UVIS uses machine
learning and artificial in-

o

telligence to inspect the
undercarriage of any ve-
hicle that drives over its
multiple high-resolution
cameras.

It alerts the user on
any irregularities or
foreign objects hidden
in the undercarriage.
Inspecting the under-
carriages of vehicles is
very difficult for security
personnel. Before He-
lios, there was never an
effective solution for un-
der-vehicle inspection,
and even if security of-
ficers inspect the under-
carriage, they may not
know what to look for.
They may not recog-
nise a threat and allow
a vehicle with a weapon,
bomb, or other illicit or
dangerous item to enter
the facility.

Security officers put
themselves at great risk
by manually inspecting
vehicles, as evidenced by
the attempted terrorist
attack in Corpus Chris-
ti in May. With Helios,
the security guard can
inspect the vehicle from
a safe distance by simply
looking at the high-res-
olution images and
checking for anything
suspicious or unusual in
the undercarriage.

No matter how well
trained a security officer
1s, all humans make mis-
takes. However, with
Helios, the chances of
human error are great-
ly reduced. The system
produces  high-quality
images of the under-
carriages and alerts the
security officer of any
irregularities. It will
even detect issues in the
undercarriage of a ve-
hicle passing through
the system for the first
time. Detecting poten-
tial threats is easy with
UVIS.

The high-resolution
images allow a security
officer to see the entire
undercarriage very clear-
ly to determine wheth-

er there is anything
suspicious. Instead of
manually inspecting
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UVeye secures Gorpus Ghristi Naval Air
otation from intruders with the help of Hefios

the vehicle and putting
themselves at risk, secu-
rity officers can inspect
the vehicle from a more
relaxed and safer envi-
ronment and zoom in
on the smallest details.

Plus, Helios provides
a side-by-side view of
previous scans from the
same vehicle if it has
gone through the system
before to make it easier
for the officer to notice
any differences. Helios
can withstand up to 20
tons per axle, meaning
that it will survive being
run over by even mas-
sive vehicles. It is fully
operational at tempera-
tures between -20 and
40 degrees Celsius and
is IP 68/54 compliant,
meaning it offers full
protection against sand,
dust, or rain.

UVeye’s thermal sen-
sor can also detect the
body temperatures of ve-
hicle passengers, which
can identify visitors with
potential fevers, improv-
ing the safety of every-
one on the base. UVeye
tully supports 3rd party
integration and provides
a multiple layer of secu-
rity for any facility

Integrating to the
centralised server pro-
vides the capability of
connecting multiple
systems or lanes across
different sites while en-
abling central manage-
ment and control via one
screen. The centralised
management system en-
ables the client to access
the different systems de-
ployed and manage the
different users and his-
torical data.

The undercarriage of
a vehicle is one of the
most important parts of
the vehicle to inspect,
but also one of the most
difficult areas to inspect.
Helios 1s the perfect
solution to prevent any
weapons, bombs, drugs,
or other illegal and dan-
gerous items from en-
tering military facilities.

It can make everyone
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in the facility safer, in-
cluding security officers,
who will no longer need
to manually inspect ve-
hicles and put them-

selves in harm’s way.
Integrating with other
security and access con-
trol systems can provide
a multi layer approach
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to tighten the entry and
exit points to any sensi-
tive site while keeping

personnel and data safe.

Fagle Eye Networks completes citywide Survelance
program of installing cameras n Mexieo ciy

Eagle Eye Networks,
the provider of cloud
video surveillance, an-
nounced one of the
fastest completions of
a large scale, fully inte-
grated citywide surveil-
lance program, install-
ing 13,720 cameras in
4 months. This project
has been a large success
for Mexico City C5,
contributing to Mexi-
co City’s larger ‘Citizen
Safety” mobile applica-
tion. This mobile ap-
plication facilitates con-
tent sharing for more
effective neighbour-
hood watch and a panic
SOS button. “Effective
citywide  surveillance
1s more than installing
cameras in a few key
locations, it’s about cre-
ating a platform that
meets the unique needs
of each municipality.”

“In partnership with
Eagle Eye Networks we
leveraged the Eagle Eye
Video API and SDK
to customise a unique
web application that is
designed to integrate
fixed, mobile body
worn, and vehicle cam-
eras into one interface,
providing an unprece-
dented level of insight
and awareness into our
cities operations, ” said
Jaime Abad Valdene-
bro, CEO, Omnicloud.
mx.

4G connectivity with
Eagle Eye Networks’

bandwidth optimisation
was utilised in order to
facilitate this quick de-
ployment, installing ap-
proximately 250 cam-
eras per day at its peak.
The cameras are all
operational, remotely
monitored, and provid-
ing safety and security
to citizens today.

This fast-paced in-
stall occurred amidst
the global supply chain
challenges caused by
COVID-19, however,
Eagle Eye Networks’
strong partnership with
both the Reseller, Om-
nicloud.mx, and sup-
pliers provided alter-
natives and solutions
to keep the project on
schedule.

Eagle Eye Networks
solution was chosen
because the Eagle Eye
Cloud Video API Plat-
form provides an open
solution that allows in-
tegration of new tech-
nologies (Al, advanced
analytics, search, license
plate recognition), new
suppliers, and new
cameras at any time.
Future and cybersecu-
rity proofing the city’s
investment and elim-
inating the headaches
associated with manag-
ing large premise based
data centres was crucial
in their decision.

“When deploying a
city-wide  surveillance

= - - -=_—_
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project, scalability, re-

tention, and cellular
transmission must be
considered. Eagle Eye’s
cloud video retention
and massive on de-
mand scalability make
it ideal for large scale
deployments. To oper-
ate your own large data
centre system for video
recording is expensive
and challenging.”

“With Eagle Eye’s
subscription service we
provide a more robust
and lower cost answer
for large scale deploy-
ments.  Furthermore,
our open platform pro-
vides a future proof
solution, integrating
Al, video analytics, and
advanced search at the
click of a mouse,” said
Dean Drako, CEO of
Eagle Eye Networks.

“More than half of
the world’s population
resides in cities, creating
an increased demand
for smart, accurate in-
sights to help stream-
line everyday opera-
tions including public
safety, traffic flow man-
agement, infrastructure
and transportation.
Enormous amounts of
data collection, aggre-
gation, and storage are
necessary to drive the
deep analysis that is re-
quired to produce these
smart insights.”
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While the pandem-
ic has altered many
aspects of ‘routine op-
erations’, businesses
must be careful that any
changes have not had
a detrimental impact
on fire safety. From
oftice-based  premises,
through to independent
retailers and service
providers, it continues
to be crucially import-
ant to keep staff, visi-
tors and assets safe. Da-
kota Murphey explores
some of the ways that
COVID-19 has affected
tire safety procedures
at smaller businesses,
many of who may not
have dedicated safety
officials, and what they
need to consider upon
reassessment.

The first thing to
note regarding fire safe-
ty at small businesses
is that you must not
assume that due to the
change in circumstanc-
es as a result of the
COVID-19 pandemic
that this excuses you
from your obligations.
Support continues to
be available, with fire
safety professionals be-
ing considered ‘key’ or
‘critical’ workers.

“Due to these un-
precedented  circum-
stances,” says Tony
Clark, Managing Di-
rector of EFL Fire and
Security, “we have ad-
opted measures to en-
sure we can still pro-
vide essential services
in line with government
guidelines to new and
existing customers.”

It 1s essential that
you continue with your
fire safety requirements
as normal, with all test-
ing and maintenance
regarding fire safety
equipment must con-
tinue. If your business
has changed anything
regarding fire safety
services, such as putting

oft inspections of fire

extinguishers or can-
celling maintenance of
fire alarm systems, cit-
ing COVID-19 as your
reason for doing so, this
needs to be changed.

It might seem like if
you have closed up your
premises due to the
coronavirus pandemic,
that it minimises the
tire risk at your proper-
ty. However, this is not
the case, and even emp-
ty premises have issues
that small businesses
need to consider. The
first thing to note is
that businesses need to
ensure that their emp-
ty premises have clear
entrances and exits and
that excessive amounts
of stock or supplies
are not being stored in
an unsafe manner. Ad-
ditionally, it is up to
companies to make sure
that they are not leaving
electrical devices turned
on or even plugged in.

It could be a great
idea to install a con-
nected fire alarm system
that automatically alerts
the fire services, or
even one that provides
real-time  monitoring
updates on an app or
web portal that can be
accessed remotely. And,
it is also worth noting
that empty buildings are
at a potentially greater
risk of arson attacks, so
measures should be put
in place to minimise this
possibility. This could
include the installation
of CCTV systems that
can be remotely moni-
tored, as well as acting
as a deterrent — espe-
cially useful if you don’t
have access to guarding
services to provide pro-
tection.

For those small busi-
nesses that have been
able to remain opera-
tional and not had to
close, buildings may
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How GOVID-19 may be affecting fire
safety procedures fll!‘ aMES

have been altered to
adapt to the changing
health and safety gov-
ernment guidelines,
such as social distanc-
ing measures. Examples
may include the wedg-
ing open of fire doors
in order to remove the
need to open doors by
touch, or the sealing
off of doors that were
previously part of the
fastest route out of the
building. In such cases,
businesses need to en-
sure that they reassess
their fire and emergency
evacuation procedures,
to ensure potential is-
sues are spotted before
it is too late. For ex-
ample, if certain doors
that were previously a
part of the fastest fire
exit are now closed, this
needs to be made clear,
and a new fast fire exit
route should be created
to ensure that no-one
1s put at risk. In any
case, businesses need to
be aware that practical
changes that have been
made as a result of the
pandemic can have an
effect on fire safety. Per-
haps the building’s oc-
cupants have changed,
with the previous fire
safety officer working
from home indefinitely,
and so a new employee
needs training, for in-
stance.

Undoubtedly one
of the most important
things to say here is that
small businesses clearly
need to take this time
to reassess fire safety
requirements. It is up
to all SMEs — whether
they believe they have
been changed or not
— to carry out fire risk
assessments that take
into account the range
of new circumstances.
When anything chang-
es at a business, fire
safety precautions and
procedures have the po-
tential to be affected.
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SME:s still have a duty
of care to take every-
one involved protected
against the risk of fire
— so all small business-
es should carry out new
fire risk assessments as a
priority.

For example, have
you considered that if

your business remains
open while others close
you may see a spike
in demand? Greater
footfall at the business
premises can necessi-
tate re-thinking

narios and establishing

SCe-

new emergency plans.
Whether a small busi-
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ness has closed its doors
temporarily or it has
had to modify its be-
haviour to stay in line
with government reg-
ulations, it will need
to reassess whether its
previous fire safety pro-
cedures remain relevant
to the circumstances.

Ddisha Sets up Inaia’s first “Hire Park’ fo
Spread awareness on fire Safety measures

Odisha Chief Minis-

ter Naveen Patnaik re-
cently inaugurated a first-
of-its-kind ‘Fire Park’ to
educate citizens on the
safety measures and how
to remain alert during
emergencies. During
the virtual inauguration,
the Chief Minister also
launched a dynamic on-
line portal ‘Agnishama
Seva’ of the Odisha Fire
Service to enable smooth
access to the citizens to
the services provided by
the department.

The park has been set
up inside the premises
of the Odisha Fire and
Disaster Academy in the
state’s capital. Each sec-
tion of the park would
conduct demonstrations
on safety measures to be
taken during a fire mis-

hap before the firefight-
ers arrive, operating pro-
cedure during rescue and
disaster operations, exhi-
bition halls showcasing
equipment, screening of
films and distribution
of leaflets on fire safety.
As per reports, the park
would be open to the
public every Saturday
from 3.30 pm to 5.30
pm.

CM Patnaik said that
the Fire Park would play
a key role in creating and
Improving awareness on
basic fire safety measures
among the people, par-
ticularly the students.
“It is no doubt an effort
in the right direction to
create a safety compliant
citizenry,” he said.He
further informed that as
many as 16 fire-related

services were now avail-
able to the citizens on
online mode and the fire
service department has
been instructed to give

priority to the feedback

mechanism under the
‘Mo Sarkar’ to ensure
hassle-free and time-

bound services to the

public.

Praising the role of
Odisha Fire Service, Pat-
naik said, it has earned
a glorious distinction
for itself at the national
level for its outstanding
services on rescue and
disaster response. “I ex-
pect the Odisha Fire Ser-
vice to continue to adopt
technological ~ innova-
tions and bring about
transformational chang-
es in the public delivery
system,” he said.

fire Blankets vs. Fire Extinguishers:
Pros, Gons and Gonsiderations

Fire extinguishers are
much better known than
fire blankets, but they
both have a place in your
fire safety plan. Both fire
blankets and fire extin-
guishers can extinguish
small fires—so, how do
they differ and what
should you know about
each? Let’s compare how
they perform in terms of
case of use, reusability,
and appropriate use cases.

Fire extinguishers are
a go-to piece of fire safety

equipment for a reason.
Fire extinguishers are
perhaps the best-known
method of fighting small
fires in their early stag-
es. With options ranging
from the versatile ABC
fire extinguisher, which
can tackle a range of com-
mon fires, to CO2 extin-
guishers, which do not
leave residue and work on
fires involving flammable
liquids, gases, and electri-
cal equipment, there’s a
fire extinguisher for prac-
tically every application.

Unfortunately, many
homes don’t even have a
fire extinguisher, though
across India, there were
6,364 fires in residential
properties in 2019, which
resulted in 6,329 deaths,
32linjuries. Gujarat re-
ported the third highest
number of incidences of
fire in residential proper-
ty. There were 658 inci-
dents reported in 2019,
as per the NCRB.

In contrast, extin-
guishers are common at
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work and in public spaces
since they’re required by
fire codes in commercial
and high rise buildings.
Fire extinguishers are also
a great idea for vehicles
and, in some cases— such

as commercial trucks,
tractors, and buses—
they’re required.

The pros of fire extin-
guishers

They are very effec-
tive when used properly.
Fire extinguishers are rel-
atively easy to use, and a
study by the National As-
sociation of Fire Equip-
ment Dealers (NAFED)
showed they were “effec-
tive in extinguishing fires
95 percent of the time.”
This, of course, applies
when a fire is in a rela-
tively early, containable
stage. But even when a
fire extinguisher could
not completely put out
the fire, the study found
that it often limited dam-
age and provided some
degree of control over the
situation until firefighters
could arrive.

A fire extinguisher is
an active fire protection
device used to extinguish
or control small fires,
often in emergency sit-
uations. It is not intend-
ed for use on an out-of-
control fire, such as one
which has reached the
ceiling, endangers the
user (i.e., no escape route,
smoke, explosion hazard,
etc.), or otherwise re-
quires the expertise of a
fire brigade. Typically, a
fire extinguisher consists
of a hand-held cylindrical
pressure vessel contain-
ing an agent that can be
discharged to extinguish
a fire. Fire extinguish-
ers manufactured with
non-cylindrical ~ pressure
vessels also exist but are
less common.

A wide range of sizes
are available for different
structures and threats.
When seconds count, fire
extinguishers can either
stop a fire or give you
time to retreat safely.

Fire extinguishers: cons
and considerations

A fire extinguisher can
be used by most people,

but employing one safely
and effectively does call
for a bit of training. Note
that Occupational Safety
and Health Administra-
tion (OSHA) regulations
require formal training
for facilities under their
jurisdiction.

The right way to use a
fire extinguisher is often
described by the acronym
P.AS.S:

e P — Pull the Pin.

* A - Aim the Nozzle at
the Base of the Fire.

* S — Squeeze the Han-
dles Together.

* S — Sweep Back and
Forth.

While doing this, you
should take care to begin
spraying while standing
at a safe distance, even
if the spray is not quite
reaching the base of the
fire. You can move closer
if the fire is dying out as

you advance.

The larger a fire ex-
tinguisher is, the longer
it will be able to fight a
fire—and the heavier it
will be. People who lack
upper body strength may
struggle to pick up a larg-
er fire extinguisher like a
9kg model or take it off a
wall bracket safely.

Cleanup after dis-
charge can be significant.
If you’ve got a choice be-
tween a fire and a mess,
you’ll choose the mess ev-
ery time. But the cleaning
required after using a fire
extinguisher is something
to consider.

Cleanup needs vary
by type, and common
ABC fire extinguishers,
unfortunately, leave a
residue that is one of the
more difficult discharges
to handle. You may need
professional help cleaning
up after a discharge, es-
pecially if the residue has
gotten into ductwork—
the dry chemical is toxic,
and you must avoid get-
ting it into any water-
ways.

Fire extinguishers
must be replaced or re-
charged after use. Once a
fire extinguisher is used,

it must be replaced or re-
charged, even if it was not
completely  discharged.
Commercial grade fire
extinguishers can often
be serviced and recharged
after use, but many in-
expensive  extinguishers,
like those sold in retail
stores, are designed for
one use only and must be
replaced.

Fire blankets: a great op-
tion for containing fires
and protecting people
from flames—but not
for fighting a fire that’s
already spreading.

Fire blankets work on
a simple principle: smoth-
er the fire and deprive it
of oxygen. To do this ef-
tectively, they have to be
nonflammable themselves
and provide as much of a
barrier for heat and oxy-
gen as possible. A modern
commercial fire blanket
will contain a fiberglass
layer to achieve this pur-
pose and the blanket will
be designed to keep the
fiberglass from coming in
contact with skin.

A fire blanket should
be mounted on a wall
near (but not directly
over) the area where it
might be needed. For
example, NFPA codes
and standards stipulate
that fire extinguishers be
placed within 30 feet of
cooking equipment, and
it’s proper to place a fire
blanket within this range
as well. A fire blanket typ-
ically comes with a pro-
tective cover that clearly
identifies it and instructs
the user on how to extract
the blanket.

Pros of fire blankets

They can be used for
personal  protection. If
a person’s hair or cloth-
ing is on fire, wrapping
them up in a fire blanket
can be an important part
of the “stop, drop, and
roll” technique which is
taught to minimize burns
and injury. According to
NEFPA, blankets are espe-
cially useful if the person
involved is not physically
able to move rapidly due
to age, medical condition,
or physical limitations.

In a similar situation,
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discharging a chemical
fire extinguisher around a
person’s face could cause
serious lung irritation,
which could compound
problems  caused by
smoke inhalation.

If a fire is out of control
and you are surrounded
by flames, a fire blanket
may also help protect you
and those you are helping
if you must evacuate near
areas exposed to flames.

Fire blankets contain
fires in early stages, espe-
cially cooking fires. Cook-
ing fires often start with a
relatively small amount of
grease in a container like a
pan or pot. People are of-
ten reluctant to discharge
a fire extinguisher because
of the cleanup effort and
expense involved, and
Class K fire extinguishers

are specifically required
“for fires involving com-
bustible cooking media
(vegetable or animal oils
and fats).” Sometimes,
people pour or throw wa-
ter onto a grease fire, with
disastrous effects.

Putting a lid or pan
over a fire in a container
is the right idea—if done
effectively, it will smoth-
er the fire. But it can be
risky, because you may
not have enough pro-
tection from the flames
as you bring this cover
down over them. Using
a fire blanket lowers this
risk. FIRST, turn off the
source of heat, if possible.
A quality fire blanket will
have straps to help you
wrap your hands up com-
pletely to protect them.
You must quickly drape
the fire blanket over the
fire without throwing it
or fanning the flames.
Once it’s on, leave it in
place until you’re certain
the fire is out.

Fire

blankets  can
be used by people who
might have difficulty

with extinguishers. If up-
per-body strength is an
issue, fire blankets sized
like the Wilson and Cous-
ins 60” x 78” fire blankets
are easily handled, as they
typically weigh no more
than two to three pounds.

Some people are con-

cerned about what will
happen when they use a
fire extinguisher and are
confused by the differ-
ent types of extinguish-
ers available; they may
not know exactly which
one should be deployed.
While these concerns can
and should be addressed
by training, using a fire
blanket may be a more
straightforward decision
if a fire is small enough.

Cons and consider-
ations of fire blankets
Fire extinguishers

must be replaced or re-
charged after every use,
whereas  fire  blankets
should always be replaced
after any use in a fire, even
if they appear to be intact.

Older fire blankets
may contain asbestos. The

EPA instituted a partial
ban on products contain-
ing asbestos in 1989 be-
cause of the serious risks
of lung disease associated
with the material. Asbes-
tos was extremely com-
mon in fire blankets be-
tore that time. If you have
any old fire blankets in
your home or workplace
that you suspect may con-
tain asbestos, contact an
asbestos removal special-
ist. Don’t use them.

Fire blankets require
you to get close to a fire.
The correct technique to
use a fire blanket requires
you to place it right on
top of a fire. It flames are
high above the source or
widespread, this may be
difficult or impossible to
do safely. Fire blankets
can’t be used safely on
larger fires.

If a fire is becoming
widespread, a fire blanket
can’t be deployed effec-
tively. A typical fire blan-
ket size is about five feet
wide by six feet long. Sizes
much larger than this can
become unwieldy for one
person to handle. If the
fire is extensive, it’s not a
good idea to attempt to
use a fire blanket, except
as mentioned above for
personal protection.

Fire blankets also re-
quire a bit of training.
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Without proper training,
it could be easy to panic
while approaching a fire,
causing you to drop or
throw the blanket. This
could make things worse
by spreading flaming
liquids or fanning the
flames. If you fail to wrap
your hands in the cor-
ners of the blanket, you
could burn yourself. For
all these reasons, deploy-
ing fire blankets should
include some training in
how and when they are
used, just as you would
for fire extinguishers.

Fire blankets and fire
extinguishers each have
a role in fire safety

You should not be

without a fire extinguish-
er—they are required for
commercial spaces and
highly recommended for
all homes. They can pre-
vent or minimize damage
before the fire department
can arrive and often put
out fires in their earlier
stages. But while fire ex-
tinguishers are more fa-
miliar to most of us, you
should consider adding
fire blankets to your fire
protection strategy.

A fire blanket may help
avoid a cleanup effort
and they are particularly
useful for small cooking
fires that are caught early.
This piece of equipment
could also be a life-sav-
er for yourself, a family
member, or a coworker
if someone catches on fire
or needs to evacuate near
flames. Fire blankets are
an especially good idea
for kitchens and areas
where vessels and con-
tainers might catch fire.
And they are also worth
considering if you have
elderly or infirm people
in your home or place of
business—who may not
be able to drop and roll
to smother a fire on their
person.
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The explosion of ar-
tificial intelligence used
to enhance business pro-
cesses, propel innovative
products, and further
automation has touched
essentially every industry
to date. The security sec-
tor, notable for its ma-
turity and complexity, is
not exempt from the Al
tidal wave.

In fact, quite the op-
posite, the security sector
and more specifically the
domain of video surveil-
lance have seen an emer-
gence of Al-powered
solutions both hardware
and software.

The widespread

adoption of IP cameras,
cloud computing capac-
ities, and smart sensors
have paved the way for
new Al products and
solutions to function at
scale.

One application of ar-
tificial intelligence for the
video surveillance sector
is the use of video ana-
lytic solutions to analyse
video streams in order to
extract pre-determined
objects, behaviours, or
situations. To give some
examples, Al video an-
alytics can be used to
monitor perimeter cross-
ing for border control,
detect fevers or masks in
airports or public spaces,
arms detection in casi-
nos, or be used to filter
out alarms triggered by
benign movements ver-
sus real intrusions.

This application of ar-
tificial intelligence leans
on its specific branch,
machine learning, which
uses a complex series of
Al models to analyse
the content of the vid-

co flow, autonomously
identifying and classify-
ing the videos accord-
ing to predefined rules.
When Al video analytics
are used effectively, they
yield very promising
benefits. A jump in video
flow analysis from an av-
erage of 10% by humans
to 100%, a reduction in
operational costs, and an
increase in safety and a
decrease in risk.

The use of Al video
analytics for surveillance
sounds simple enough,
however, there are sev-
eral perceived factors in-
hibiting security organ-
isations from adopting
the technology.

The security industry
is capital intensive, com-
plex in its IT structure,
and diverse in situational
business needs. There-

fore, resulting in a per-
ception of high effort,
time and costs required
to successfully integrate
Al into your video sur-

veillance operation.
However, these effort
constraints can be de-
bunked due to the flex-
ibility of video analytic
solutions.

Three areas that de-
ter security organisations
from adopting Al

Existing capital

A surveillance opera-
tion contains a network
of cameras that film with
a range of video quali-
ties. Al video analytics
often operate on smart
cameras that have the
appropriate video image
quality for the capacity
of content analysis. The
costs involved in over-
hauling legacy camera
systems, converting vid-
cos into higher quality,
or waiting until the cur-
rent camera network is
ready to be replaced in
order to integrate Al is
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The need to adopt Al in your
survelllance operations

expensive, time-consum-
ing, and often unfeasible.

However, not all Al
video analytic solutions
need to be deployed on
edge with smart camer-
as. Instead, video analyt-
ics can be deployed both
directly on to the camera
or have server-based in-
tegration  maintaining
and scaling to your exist-
ing camera network. Al
video analytics can also
analyse a range of videos
from low to high resolu-
tion in a variety of for-
mats: thermal, infrared,
visible.

Complex IT structure

A single central com-
mand centre or in-house
security network oper-
ates in a multi-manufac-
turer environment. This
means cameras, video

management  systems,
and technology part-
ners can be provided by
several  manufacturers
therefore increasing the
complexity of successtul
IT workflows and inte-
grations.

Theft or perimeter
infringement can take
place in a matter of
minutes, therefore the
transfer of information
between solutions is re-
quired to function at top
speed. To overcome this
complexity, the success-
ful integration of solu-
tions in a multi-manu-
facturer environment is
assured through industry
enforced standards set
by non-profit organi-
sations. This allows for
third-party solutions
such as AI video analyt-
ics to be easily integrated
into the bulk of software
and hardware technolo-
gies.

Diversity in
needs

security

The objective of a
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surveillance  operation
an vary greatly from
one  organisation  to
another. Retailers pri-
oritise theft detection,
while city governments
may be concerned about
arms detection or people
counting.

()

The capacity for Al
to function with high
performance, mean-
while adapting to sev-
eral organisation’s
curity needs requires
algorithms to be trained
accordingly. To obtain
high performance in a
diverse security setting

SC-

is inherently built into
how Al video analytic
machine learning mod-
el’s function. Al can be
trained to adapt to dif-
ferent environments and
uses progressive learning
to increase performance
overtime. A collaborative
effort between security
experts, data scientists
and business strategists
will ensure high perfor-
mance and an appropri-
ate application of Al to
fit each organisation’s
specific needs.

While for some vid-
co surveillance organisa-
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tions, the costs and time
associated with success-
tully integrating Al into
their network may seem
daunting, there are ways
to adapt new technology
into an existing opera-
tion with minimal effort.
The emerging presence
of smart cameras and
IoT products will only
accelerate the adoption
of Al moving forward.
It your organisation is
looking to enhance its
operation with emerging
technologies, now can be
the time.

Here’s why you need a Surveillance-centrie
microd0 card for your Security camera

Western Digital
WD Purple QD07
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o 51 GB

(L]

Security cameras are
arguably the easiest way
to improve the security of
your homes and now it’s
easier than ever to get one
tor yourself. Most of the
security cameras current-
ly available in the market
tend to come with a tiny
microSD card slot which
you will need to record
video. After all, you can’t
be expected to stare at the
live feed 24x7.

Most people assume
that using any microSD
card would work, and in a
way, they would be right.
But buying the right mi-
croSD can make a world
of difference. A security
camera would be near
constantly writing on the
card and as such, the card
should be able to handle
consistent recording with
a high degree of endur-
ance. Not only that, but
there is a chance that the
security cameras might
be placed outdoors. So it
should be able to handle
the weather.

Here’s a quick look
at what you should look
out for when buying a
microSD card for your
security camera.

As you would most
probably already know,
microSD cards are avail-
able in various capacities.

These are pretty clearly

*  Western Digital
WD Purple QD107
msE=

%21 1286

11 fd

Western Digital

WD Purple QDTN

mentioned on SD cards
themselves. It’s difficult
to gauge the ideal capac-
ity that one should buy
as that can vary wildly
depending on use cas-
es. If you plan to record
high-quality video feeds
and retain it for longer
periods like weeks, then
you’ll have to buy higher
capacity cards as the vid-
eo will take up more stor-
age space. Most cameras
let you reduce the quali-
ty of the recorded video,
but that might come back
to haunt you later on as
while examining the foot-
age or zooming in, you
may not be able to gather
much info.

It should be noted
that higher capacity cards
will cost more. On the
plus side, you’ll be able
to record days, weeks or
even months of feed at
any given time which can
be handy when you need
to rewind to a particular
point. So you’ll have to
strike a balance based on
your needs and budget.

The capacity of a mi-
croSD card is only one
aspect. The speed class
of the card determines
write speeds, which in
turn plays an important
role in the quality of the
recorded videos. Speed
class is shown via a scale

that goes from 0 to 10,
with Class 10 cards of-
fering sustained perfor-
mance of 10MB/s, which
is good enough to record
Full HD videos. There
are some latest cards that
use UHSI (denoted by
the symbol Ul, which
is the letter ‘U’ with a
number in it). This is
good enough for Full
HD recording with su-
perior frames and UHS3
(denoted by the symbol
U3), which is optimized
for higher resolution 4K
recording. However for
most practical purposes,
a Class10/ UHSI card is
good enough in case of
home surveillance.

Unlike most other de-
vices, a security camera
will be constantly writ-
ing over data on a loop
24 hours a day, 7 days
a week. This affects the
longevity of the card,
which may lead to data
loss in the future. Thank-
tully, select cards are spe-
cifically designed to be
used in security cameras.
These cards come with
advanced features such
as 96-layer 3D NAND
tech with excellent per-
formance, reliability and
endurance. Plus, the WD
Purple QD101 surveil-
lance-grade microSD
cards are sold with a lim-
ited warranty of three
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years.

As mentioned earlier,
there 1s a chance that the
security camera may be
placed outdoors where
it (and the microSD
card) will be subject to
weather conditionals like
rain, snow, moisture and
more. As such, the cam-
era and the microSD card
need to be robust enough
to handle that. So look
for microSD cards that
are water and tempera-
ture proof.

While microSD cards
are hardier than optical
media, they can wear

out with use. All cards
have a limited number
of write cycles that they
can endure. Of course,
the most obvious thing
to do would be to regu-
larly replace the microSD
card. Thus one should
prefer buying a surveil-
lance-grade card  that
has a specific endurance
rating to help determine
the best time for replace-
ment.

These simple things
should ensure that your
security camera performs
at peak levels. Thereby
giving you the quality
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and sense of security you
should expect from such
a camera. Not only that,
some microSD  cards
support temperatures
that range from -25°C to
85°C, with humidity re-
sistance. On top of this,
the cards come with Card
Health Monitoring capa-
bility. When used with
compatible cameras, it
can notify you when the
card’s health is low. So
you can take preemptive
measures for card re-
placement.

Credits: Western
Digital

Biometrics can't Replace Mobile Password Security

People used to be sus-
picious of the notion of
having their facial rec-
ognition, fingerprints or
other biometric data “on

file” somewhere. Not
anymore. Pretty much
everyone uses their fin-
gerprint to log into both
their phone and a grow-
ing number of accounts,
including not just per-
sonal phones and apps
but also corporate devic-
es and apps that contain
confidential business in-
formation.

It's easy to under-
stand why end users
love biometrics. Instead
of having to remember
multiple passwords and
manually type them in,
all users have to do is
touch a small scanner and
voila! What could be eas-
ier and more convenient?
No wonder the market
for biometric solutions is
expected to reach nearly
$60 billion by 2025.

Biometrics hold a lot
of promise as an authen-
tication factor, particu-
larly now that so many
people are working re-
motely. However, when
users lean on them too
heavily, they tend to al-
low password security to
fall by the wayside. This
includes not only the
time-honored practice of
using a strong, unique
password for every ac-
count but also adding ad-
ditional layers of security,
such as multi-factor au-
thentication (2FA). This
is fueled by a persistent
myth that password se-
curity no longer matters
because biometrics are set
to “replace” passwords.

Let’s dispel this myth

right now.

Biometric  Authenti-
cators Depend on Pass-
words

The confusion is root-
ed in a fundamental mis-
understanding of how
biometric authentication
works. Fingerprint, iris
and facial recognition
scanners don’t replace
passwords. Here’s what
goes on behind the scenes
when an end user scans
their fingerprint, iris or
face:

* The biometric au-
thenticator performs
a “true-false” query to
determine if the bio-
metric it just scanned
matches what it has
on file.

e If there’s a match, the
biometric authentica-
tor retrieves the user’s
password out of the
device keychain and
transmits it to the app.

* The app authenticates
the user based on this
password.

Biometric  authenti-
cation solutions don’t
“replace” passwords.
They just abstract away
the complexity of man-
ually typing them in.
This means that if a user
chooses a weak or com-
mon password, a cyber-
criminal can access the
device or app simply by
bypassing the biometric
authenticator and using
the password.

Biometrics Can Be

Circumvented

Another misconcep-
tion about biometric
authentication is that it
is somehow inherently

more secure than a pass-
word. If a user’s mobile
device is lost or stolen,
the logic goes, cyber-
criminals will be unable
to access it without the
user’s fingerprint or facial
recognition.

Not so fast. When
Samsung launched its
Galaxy S10 smartphone
in 2019, one of the de-
vice’s major selling points
was the phone’s ultra-
sonic fingerprint sensor,
which  was ostensibly
more secure than tradi-
tional optical readers.

A security researcher
defeated the sensor using
a wine glass, some soft-
ware and an LCD res-
in printer. Some people
may have taken comfort
in the fact that this par-
ticular method required
expensive, specialized
software and a printer
with an accuracy level of
10 microns. That com-
fort didn’t last long: Last
fall, a group of Chinese
researchers demonstrated
how to compromise the
fingerprint lock on any
smartphone, ultrasonic
sensor or not, with $140
worth of equipment and
an app that analyzes a
photograph of a finger-
print.

Biometrics Can’t Be
Changed

Perhaps the stron-
gest argument against
leaning too heavily on
biometrics is that stolen
passwords can be reset,
but stolen fingerprints or
other biometrics cannot.
Further, if users properly
secure them, passwords
are quite difficult to steal.
Biometrics are frighten-
ingly easy to steal. Hu-
mans leave fingerprints
everywhere, and our faces
and even irises can be re-
corded, photographed or
scanned from a distance
without us ever knowing.
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Cybercriminals  don’t
even have to follow tar-
gets around to lift fin-
gerprints or take photos.
Databases containing
biometric data can also
be breached. In 2019,
a database owned by a
U.S. Customs and Bor-
der Patrol contractor was
compromised, exposing
photos of 184,000 travel-
ers. At least some of the
images ended up on the
Dark Web. Three months
later, the developers of a
biometric lock system

used by the UK Met-
ropolitan Police, along
with banks and defense
contractors  worldwide,
was found to be storing
23GB of fingerprints, fa-
cial recognition images,
login credentials and oth-
er sensitive information
on an unencrypted and
unsecured database.

Reports of the Death
of Passwords Have Been
Greatly Exaggerated

Biometrics aren’t in-

herently bad, but they’re
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not a replacement for
passwords, not now and
not for the
future. This doesn’t mean

foreseeable

organizations should
ditch biometrics com-
pletely. Instead, they

should be one part of a
multi-layered  approach
to cybersecurity  that
includes, not replaces,
comprehensive password
security and robust iden-
tity and authentication

management (IAM).

Top things to keep in mind when
buying a GGTV Security System

After a break-in or

vandalism at home or
at work, you may be
prompted to install a ca-
pable smart video CCTV
system. Regardless of the
reason, you are looking
for one thing, and that
is safety. With advance-
ments in technology over
the years, it is no longer
safe to just rely on heavy
doors and locked UPVC
windows.

A complete CCTV
system  primarily com-
prises installation gear,
camera and a storage de-
vice. Anyone looking to
purchase a security video
system tends to look for
clear image quality within
a particular price brack-
et. Here are some points
one should keep an eye on
while purchasing a CCTV
security and monitoring
system:

Know the purpose

Is important to un-
derstand what you are
purchasing a CCTV se-
curity system for. For
example, a camera with
2 megapixel (MP) HD
picture quality works the
best in domestic CCTV
security systems within a
range of 20 to 25 metres.
A higher range (5 MP
and 8 MP) is essential for
a CCTV system installed
outdoors.

Understand the cam-
era

There are basically

two types of cameras:
HD cameras are used for
domestic purposes while
IP (networking) camer-
as are mostly installed in
factories and enterprise
settings. 'These CCTV
cameras are further cat-
egorised into Wired vs
Wireless. Wired camer-
as are connected to the
digital video recorder
(DVR) through a cable,
whereas, Wireless (or Wi-
Fi) cameras are simply
connected to consumers’
smartphones via an app
and information is stored
within the device on an
SD card. Cameras with
inbuilt  audio-recording
and night vision are also
popular options as they
can capture high-quality
video even in pitch-dark
conditions.

Do not neglect ‘stor-

age’

Collecting video foot-
age is the singular most
crucial duty of a CCTV
camera, it is also one of
the most critical points
of failure in many imple-
mentations. And reasons
for that are many, but
the most common ones
are 1) inadequate storage
capacity as a result your
important old data can’t
be retrieved because it is
overwritten by the new
data and 2) lost connec-
tion between your camera
and the backend because
you didn’t have storage
on your camera. Both of
these can be easily fixed.

First of all you must
buy a surveillance-grade
storage device that is
high capacity, high per-
formance and high en-
durance which is built
ground-up for CCTV or
smart videos. Secondly,
most cameras come with
slots for microSD cards
and a few with a slot for
SD cards. There are vari-
ous capacity options avail-
able up to 512GB from
WD Purple Surveillance
microSD and SD cards
that one can choose from.

Always buy from cer-
tified CCTV camera pro-

viders

Before ordering an in-
stallation, be sure to reach
out to reputable and cer-
tified CCTV camera pro-
viders. Reputed system
providers offer after-sales
services in addition to
the company warranty.
This is either included
with the cost of installing
the CCTV system or is
charged separately. Shift-
ing cameras for a better
angle, relocation, wiring
problems, or even for-
getting the app password
are some of the likely sce-
narios when you might
have to reach out to your
CCTV camera provider
and not to forget cleaning
of your CCTV camera.

Budget should not
compromise purpose

CCTV systems have
considerably evolved over
the years. Image quality is
a key consideration while
buying a smart video sys-
tem, however, the greater
the resolution the higher
the storage capacity re-
quired for recording the
video. Hence, selecting
the right type of storage
without  compromising
on budget is critical for
the best performance and
reliability of a security
video system.
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DS-KIS202 (video Door Phane)

« Self-adaptive IR supplement

+ One-touch calling

» Pinhole camera with 720 x 576 @ 25 fps
* Unlock controlling

Indoor Station

+ Hands-free video intercom communication

« Supports monitoring the door station and
the external anlong camera

» Convenient installation and easy operation
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